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(7) ABSTRACT

The present invention is based on a prefetching scheme
consisting of two modules: a prediction module and a
threshold module. After a use’s request for a new file is
satisfied, the prediction module immediately updates a data-
base of history information if needed, and computes the
access probability for each candidate file, where the access
probability of a file is an estimate of the probability with
which that file will be requested by the user in the near
future. Next the threshold module determines the prefetch
threshold for each related server, which contains at least one
candidate file with nonzero access probability. The threshold
is determined in real time based on then current network
conditions. Finally, each file whose access probability
exceeds or equals its server’s prefetch threshold is
prefetched. When prefetching a file, the file is actually
downloaded if and only if no up-to-date version of the file
is available on the local computer; otherwise no action is
taken. Although web browsing is an important application
for prefetching, the prefetch scheme of the present invention
may be advantageously applied to any network application
in which prefetching is possible.

12 Claims, 15 Drawing Sheets
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Adaptive Prefetch Program Demo Page

This page is created to show how the prefetch program works. The program
runs at the background and communicates with the Netscape browser. After the
original page has been displayed, the prefetch program checks each link and
adds an icon next to the link to indicate how fast the link is as well as if the file is
available on the local disk. Then, those links which satisfy our prefetch criteria
are prefetched, and the icon for each link is changed accordingly.

This page includes four links:

The link to the homepage of UCLA CS department is fast.

]
The link to Eé Netscape what's cool home page is not very fast, but
fortunately there is a copy of that page in the cache. The file is there either
because user has visited this page, or because it was prefetched automatically

by the program earlier.
The link to i Airline France 's home page is slow probably because the server
is in France, If this @e is prefetched, then the icon will be updated to T@

Last link points to "hitp:/fwww.ucla.edu/nofile.itml” . The file does not exist.

Therefore a stop sign is shown next to the link.

Fig. 16
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ADAPTIVE PREFETCHING FOR
COMPUTER NETWORK AND WEB
BROWSING WITH A GRAPHIC USER
INTERFACE

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention is in the area of computer software
and more particularly involves software to minimize user
waiting for information transmitted over computer networks
by anticipating user requests.

2. Description of Problem and Related Art

Due to the rapid growth of the World Wide Web (WWW),
there has been a large increase in the amount of information
transmitted over the Internet. However, the growth of Inter-
net capacity is not keeping pace so that users often experi-
ence long delays in retrieving files from remote machines
when running network related applications. Among these
network applications, the most popular ones are web brows-
ing and accessing email and news groups. Sometimes, the
waiting does not end even when the files have been trans-
ferred to the local computer. For example, after an access,
the client machine may need to decompress the received
files, compile Java programs, etc. On the other hand, during
the time interval between two network accesses users will be
viewing the information just downloaded and the local
computer is generally idle. The key idea of prefetching is to
take advantage of these idle periods to fetch the files that will
very likely be requested in the near future, so that the user’s
average waiting time can be reduced. More specifically, if
we add some intelligence to the network applications so that
whenever the user requests a block of information (a file, an
email message, etc.), the system can estimate what addi-
tional information (files, messages, etc.)! will be needed in
the next few user accesses and transmit some of them to the
local computer beforehand, according to certain criteria. If
the prefetched information is indeed requested, the user can
access it with negligible delay. In addition, prefetch allows
more time for sophisticated processing including encryption,
compression, and compilation to be carried out at both
server and client sites, so that data can be transmitted more
efficiently and securely without increasing the delay to the
user.

* For simplicity, in the rest of this specification, we use the term “file” to
represent a block of information whether it is a file, directory listing, web
page, or other information requested by the user.

The idea of prefetching stems from the fact that, after
retrieving a page from the remote server, a user usually
spends some time viewing the page, and during this period
the local computer as well as network link is generally idle.
If we can take advantage of this phenomenon by fetching
some files that will likely be accessed soon using the
otherwise idle system, in other words, prefetching them to
the local computer, then there will be no transmission delay
when the user actually requests these files. In addition,
prefetched files can immediately be processed if decryption
or decompression is needed, or if any Java applets need to
be handled. This allows further reduction in the delay of
loading a page. These are some of the benefits of prefetch-
ing. However, the problem is, since the prediction can not be
perfect, some of the prefetched files are never used and
prefetching increases the system load. At some point, this
increase in load may increase the delay of normal (non-
prefetching) requests significantly and may eventually cause
the overall system performance to degrade. Therefore, the
key challenge in prefetching is to determine what to prefetch
so that improvement in performance will occur.
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If we knew exactly which files a user needed next, we
would retrieve only those files in advance. Assuming that the
prefetch operation always finishes before the user requests
the next file, then we would enjoy zero latency with no extra
bandwidth consumption. Unfortunately, in reality, some
prefetched information may never be used resulting in
wasted bandwidth and increased delay to normal (non-
prefetch) requests. This indicates that the prefetch problem
has two aspects. The first one is how to estimate the
probability of each file being accessed in the near future. In
general, this probability changes with time as the user issues
new requests. The second aspect is how to determine which
files to prefetch so that the overall system performance can
be optimized relative to some criteria. Previous studies on
Internet prefetch focus only on the first aspect of the problem
and either use a fixed threshold or prefetch a fixed number
of the most popular links on a page [2, 7, 8] In the prior art
PeakJet prefetching software for web browsers all available
links on a page being viewed are prefetched [9]. If everyone
were to employ this method, there would be unacceptable
surges in network traffic. In fact, prefetching without caution
could be disastrous to the network.

BRIEF SUMMARY OF THE INVENTION

The prefetch scheme of the present invention consists of
two modules: a prediction module and a threshold module.
A simplified flow diagram is shown in FIG. 14. The com-
plete scheme works as follows. After a user’s request for a
new file is satisfied, the prediction module immediately
updates a database of history information if needed, and
computes the access probability for each candidate file,
where the access probability of a file is an estimate of the
probability with which that file will be requested by the user
in the near future. Different applications may use different
prediction algorithms in this module. Next the threshold
module determines the prefetch threshold for each related
server, which contains at least one candidate file with
nonzero access probability. The threshold is determined in
real time based on then current network conditions. The
algorithm used in the threshold module is independent of the
application. Finally, each file whose access probability
exceeds or equals its server’s prefetch threshold is
prefetched. When prefetching a file, the file is actually
downloaded if and only if no up-to-date version of the file
is available on the local computer; otherwise no action is
taken. Although web browsing is an important application
for prefetching, the prefetch scheme of the present invention
may be advantageously applied to any network application
in which prefetching is possible. In general, for different
applications, different prediction algorithms may be
developed, while the same threshold algorithm can be
employed throughout, with the same prefetching criteria
always achieving the optimum performance.

To achieve high efficiency with prefetching, in the pre-
diction module, one uses an algorithm to predict the access
probability of each file as accurately as possible. In the
threshold module, the prefetch threshold for each related
server is computed. We have derived an upper bound for the
prefetch threshold that is a function of system load, capacity,
and cost of a time unit and a system resource unit to the user.
Files with access probability greater than its server’s
prefetch threshold are prefetched. By doing so, a lower
average cost can always be achieved. We tested the perfor-
mance of our prediction algorithm for web browsing by
setting the prefetch threshold at various values. The results
show that generally, using the access probabilities from the
client can ensure that a large portion of prefetched files are
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used, while the access probabilities from the server can help
improve the number of user requests satisfied by the
prefetched files.

Prefetch is a good approach to reduce latency for network
applications. However, it must be implemented in a way
such that the overall system performance can be improved,
and the tradeoff between saving user’s time and the band-
width usage must be considered. Applications of this
approach go beyond mere prefetching. In the case of a push
server or push caching it is important to study overall
efficiency. This means not only the percentage of the pushed
files being used, but also, and more importantly, the impact
of pushing on other users who are sharing the same network
but may or may not be able to use these pushed files at all.
As in most of the other prefetch algorithms, most commer-
cial push servers use fixed (possibly customized by the user)
values to determine what and when to push, without taking
into account the network conditions at the time. This will
almost certainly not achieve the best efficiency for the
overall system. Clearly, the solution to this problem is
adaptivity:—adaptation to the user’s behavior and adoption
to the network conditions. This is also a goal of our prefetch
scheme. In fact, we can use the same kind of approach for
the threshold algorithm to analyze the push server or push
caching problem. As more functions like prefetching or
pushing are added to the network applications, it is very
important to consider the tradeoffs involved as we have
shown here.

BRIEF DESCRIPTION OF THE DRAWINGS

The objects and features of the present invention, which
are believed to be novel, are set forth with particularity in the
appended claims. The present invention, both as to its
organization and manner of operation, together with further
objects and advantages, may best be understood by reference
to the following description, taken in connection with the
accompanying drawings.

FIG. 1 shows a diagrammatic representation of a predic-
tion algorithm optimized for web browsing;

FIG. 2 shows a plot of prefetch threshold H as a function
of system capacity in a single user system;

FIG. 3 is a diagrammatic representation of multiple users
linked to a single server;

FIG. 4 is a diagrammatic model of a prefetch system;

FIG. § shows a plot of cost for user requests as a function
of prefetch rate;

FIG. 6 shows a plot of prefetch threshold H as a function
of system load;

FIG. 7 shows a plot of average cost C as a function of
prefetch threshold H;

FIG. 8 shows a plot of prefetch threshold upper bound and
the prefetch threshold versus system utilization

FIG. 9 shows a plot of successful prediction rate using a
prefetch threshold algorithm on a teaching assistant
(frequently updated) page;

FIG. 10 shows a plot of successful prediction rate using
a prefetch threshold algorithm on a university department
(slowly updated) page;

FIG. 11 shows a plot of hit rate versus prefetch threshold
on the teaching assistant page;

FIG. 12 shows a plot of hit rate versus prefetch threshold
on the university department page;

FIG. 13 shows a plot of the average number of files
prefetched for each user request on the teaching assistant
page;
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FIG. 14 shows a simple flow diagram of the operation of
the present invention;

FIG. 15 shows icons used in the prefetch program with a
web browser; and

FIG. 16 shows a sample page to demonstrate the use of the
icons.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The following description is provided to enable any
person skilled in the art to make and use the invention and
sets forth the best modes contemplated by the inventors of
carrying out their invention. Various modifications,
however, will remain readily apparent to those skilled in the
art, since the general principles of the present invention have
been defined herein specifically to provide an improved
prefetching method and device for use on computer net-
works.

The Prediction Module

The task of the prediction module is to keep track of the
user’s access history and to compute access probabilities to
determine which files to prefetch. Different prediction algo-
rithms can be designed for different applications. An appli-
cation that handles email may assign each message a prob-
ability based on certain criteria, for example the latest/
carliest message has the largest probability, or messages
with a subject similar to the one being read have larger
probabilities, etc. Thus, while a user is reading an email, the
messages he might read in the near future can be prefetched.
When a user logs in to a remote machine and switches to a
particular directory, the files and subdirectories in that
directory would be assigned certain access probabilities, and
some of them would be prefetched since the user might need
them soon. Web browsing is an application where sophisti-
cated prediction is especially necessary. We derive an algo-
rithm particularly suited to web browsing by defining the
access probability, p(B|A), as the conditional probability that
page B will be requested by the user in the near future given
that page A is currently being viewed. Our prediction
algorithm is based on the fact that typical web surfing
involves a sequence of clicking and downloading opera-
tions. Namely, first the user clicks on a link, and a new page
is downloaded. After viewing the new page, the user usually
clicks on a link on this page to download another new page.
Sometimes, the user may use the back or forward buttons on
the browser to go to some previous page and then click on
another link on that page. Rarely does the user type in a URL
(Uniform Resource Locator) to switch to a new page. We
take advantage of this feature by only keeping track of the
click (link selection) operations and assuming that p(B|A) is
zero if no link exists on page A to page B. In other words,
whenever a new page is displayed, the candidate files we
consider include only those which are directly linked to this
page. In our current algorithm, the access probabilities for
embedded images or programs have been set to zero, but
they could also be prefetched when the page that includes
them is prefetched.

Previous workers [2, 8] have studied prediction algo-
rithms for the WWW. Parameters roughly similar to access
probability are defined in these works. However, algorithms
used by these workers apply windows to the access
sequence, windows either in terms of time or in terms of the
number of requests. Files within the same window are all
considered to be dependent on each other. Since the content
of each page varies greatly and how pages are browsed
differs from user to user, it is difficult or impossible to adjust
the size of the time window. In the WWW, after an html
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(hypertext markup language) file is downloaded, images
embedded in the file are downloaded immediately.
Therefore, the request window includes both html files and
embedded images, which also makes it difficult to determine
size of the request window. Since both algorithms keep all
access pairs that are in the same window for future
prediction, the memory space required could be as large as
the square of the total number of files requested.

Our scheme operates differently and is similar to using a
request window of size two after removing all the requests
that were not sent explicitly by the user (for example, those
for embedded images, etc.) from the request sequence and
eliminating all the unrelated pairs of requests. The latter can
be accomplished because we keep track of each request as
well as the page from which the request was initiated by
selecting a link. It is easy to get this information at the client
site. Note that the page from which a request is initiated may
not be the previous one in the request sequence, since the
user can click the back button on the browser to go back to
an earlier page. Assuming the number of links on a page is
bounded, our algorithm requires memory space linear to the
number of pages on the server as opposed to the square of
the number of files as in the prior art.

The details of the prediction algorithm are as follows. For
each client, in order to collect the history information for
prediction, the algorithm maintains two kinds of counters,
the page counter and the link counter. More specifically,
each page A is associated with a page counter C,. In
addition, if page B can be accessed directly from page A,
namely there exists a link on page A pointing to page B, then
and only then is there a link counter C, g, for the pair.
Whenever page A is downloaded, C, is increased by one. In
addition, if page B is accessed by clicking on the corre-
sponding link on page A, C, g is also increased by one. The
access probabilities are obtained in the following way. When
apage, Ais being viewed by the user, for each page B, linked
to A, the access probability of B, is computed as

Ciag
p(Bil A) =min(1, —“"B"]
Cy

for C,Z5, and 0 for C,<5. All files which are not linked to
the page being viewed have access probability zero. The
values of the counters are based on the access history during
a certain period of time, for example, the last 30 days. The
algorithm is also illustrated graphically in FIG. 1. Note that
for a page A with k distinet links (B;, B, . . ., By,

k
> PiB; 1A}

i=1

can be greater than one. This is because a user may click link
B, on page A and come back (back button) later to go to
another link B; through A. Therefore, while page A is
retrieved from the server only once, more than one file might
be accessed from page A.

The prediction algorithm described above is intended for
the client site browser. The same algorithm can also be
implemented at the server site, where each server aggregates
the access histories of all users to its pages and computes the
access probabilities accordingly. The only difficulty at the
server is that it is not straightforward to find out from which
page a request was initiated. The best way to get this
information is to require the client to include it in the file
request. However, if we do not wish to change the current
http protocol used to request files, we can have the server
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keep track of the last page request from each of a certain
number of users who accessed it most recently. When a new
request from a tracked user arrives, the server assumes it was
initiated from the previous page requested by that user if
such a link exists.

Clearly, the access probabilities generated by the client
site indicate the user’s personal interests, while those gen-
erated by the server site represent the popularity of the files
over many users that have accessed that server. If a client has
not visited a page often enough to obtain reliable access
probabilities, the server’s access probabilities are likely to be
more accurate. Access probabilities from the server and
client can be merged in the following way at the client site.
If a page has been visited fewer than five times by the client,
and the access probabilities of its links are available at the
server, then the probabilities available at the server are be
used. Otherwise, the access probabilities from the client are
used. More sophisticated algorithms may be developed to do
this merging. The algorithm just described in this section is
an essential component of a complete prediction algorithm
for web browsing. More functions may be added for better
prediction. The prediction algorithm demonstrates that to
predict a user’s behavior in web browsing, it is not sufficient
to just look at the sequence of requests independently, one
must take advantage of the underlying link relations between
pages to achieve better performance.

The Threshold Module

The prefetching scheme of the present invention tries to
optimize the tradeoff between system resource (network
link, server etc.) usage and latency, by predicting which files
are likely to be needed soon and choosing some of them to
download beforehand. The prediction module accomplishes
the first part of this task as we discussed above. In the
threshold module, we determine the prefetch threshold for
the server in real time to determine which files to prefetch.
Unlike the prediction module, the algorithm used in the
threshold module is the same for all applications. To opti-
mize the tradeoff between system resource usage and
latency, we choose to measure the system performance in
terms of cost which is comprised of the delay cost, o,
expressed in cost per unit time ($/time) and the system
resource cost, og, expressed as cost per unit of system
resource ($/packet). The delay cost indicates how much the
user suffers waiting for files. The system resource cost
includes the cost of processing the packets at the end nodes
and that of transmitting them from the source to the desti-
nation. The goal of the algorithm is to determine which files
to prefetch to minimize the average cost of requesting a file.

Previous work on prefetch uses either a fixed threshold for
all servers or prefetches a fixed number of files each time.
The problem with these approaches is that they do not
consider factors like system load and capacity, which can
greatly affect the performance of prefetching. For example,
we should be more cautious in prefetching files when the
system load is high because the additional load of prefetch-
ing can overload the system. In our algorithm, we compute
the prefetch thresholds based on the network conditions in
real time. Unless indicated otherwise, we assume that
prefetches triggered by the previous request always finish
before the user sends out the next request. In addition, we
assume that when a prefetched file is requested for the first
time, it is always up-to-date. We also assume infinite storage
space at the client, so prefetched files are never deleted.
These assumptions imply that the first request to a
prefetched file will always result in a hit.

The Single User System

In a single user system, the total cost ¢ of requesting a file

is the sum of the system resource cost and the delay cost of
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waiting for the file to arrive.> Therefore, if the user requests
a file that is not available in the local computer, the total cost
of retrieving the file is

e=0Ly"5+0p (t+,)=0g s+ (Yb+1,)

@

where s is the file size, t is the transmission time, t, is the
startup time required to deliver any file, and b is the capacity
of the path to the server (packets/time unit). Assuming the
cost of using a file stored on the local disk is negligible, if
the requested file had previously been prefetched and saved
on the local cache, then the cost associated with this request
equals the system resource cost, because the delay cost is
Zero.

@
2 We assume the processing delay is zero after the file has been received.

Consider the situation in which the user has just started
using a new file, and currently there are L distinct files in the
system with access probability greater than zero. The aver-
age cost, C, of satisfying all user requests stemming from
this new file being used without any prefetching, is the
summation of the costs to retrieve each of the L files times
the access probability of the corresponding file,” i.c.,

c,=0g's

_ 3)
C:ip;-[ws'sﬁwr'(% +10;)]
i=1 !

where p; is the access probability of file i, t,; is the start up
time for retrieving ith file, and b, is the capacity of the path
to the server which contains the ith file.
3 A file can be viewed more than once. Since we have assumed that the cost
of a request which does not invoke file transfer is negligible, when the file is
requested again, if the copy the user viewed last time is still available on the
local cache and up-to-date, the cost for this request is zero regardless of
whether the first request was satisfied by a prefetched file or not. Therefore,
we do not need to consider this case in the cost function. If there is not an
up-to-date copy of the file that is available locally, the request is treated as a
new request. },

If instead, m files among all the L candidate files are

prefetched, say iy, i, . . ., i, this average cost becomes

m L “)
cxSrawsye 3 myloarsy var-ly +u)
= Jem

where i, e{1,...,L},j=1...L,and for any j,=j,,i;=i,. Note
that these L files could be on different servers and, they are
the only files that may be prefetched because we never
prefetch files with an access probability of zero.

Comparing (3) and (4), we conclude that the average cost
is minimized if and only if we prefetch all and only those
files that satisfy

1 ®)
ar (1 S0;

p— +5_i)+1

pi>

where s,;=b,1,,, and b, is the capacity of the path to server
i. We define the prefetch threshold

In FIG. 2, the prefetch threshold (H) is plotted as a function
of the available bandwidth b, for several values of
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Note that, the ratio

ar
[¢7:]

indicates how valuable time is compared to the system
resources.
FIG. 2 shows that, for fixed

ar

5
ap

more files should be prefetched from a server to which the
capacity of the path is smaller, because it takes longer for the
user to fetch the file himself. In addition, the larger the ratio

ar
>
[¢7:]

that is, the more expensive time is relative to the system
resources, the lower the prefetch threshold is for fixed
bandwidth.
The Multi-user System

In a single user system, the available bandwidth to each
server is always the full capacity of the path. In a multi-user
system where system resources are shared among users,
prefetching increases the delay of other users’ normal (e.g.,
nonprefetch) requests. Therefore, different criteria must be
used to determine which files to prefetch in such a system.
The multi-user system described here consists of a single
server and multiple users who share the same server and the
network link as shown in FIG. 3. Users issue requests for
files on the shared server. Each user’s local system can
prefetch files while the user is working. We can model this
prefetch system as an M/G/1 Round-Robin processor-
sharing system with two Poisson inputs, shown as a simple
model in FIG. 4, where the server S in the diagram repre-
sents both the network link and the server in the real system.
The server S handles two kinds of requests (inputs): normal
requests A, which are those user requests that can’t be
satisfied by the prefetched files in the local computer, and
prefetch requests X,, which are the requests sent by the
prefetch program. All requests to the server are of the same
priority and they join the same queue waiting for service. We
assume that those user requests that do not invoke a file
transfer consume very little resources and are negligible.
Thus, if a prefetched file can satisfy a user request, no cost
is added to the system. We start with a special kind of system
in which, at any time, the. access probability of each file is
either exactly p(p>0) or 0, where p is fixed within one
system but can vary for different systems. Files with access
probability zero may actually be requested by the user but
they are never prefetched. This implies that for a given
system and its p, all the prefetched files will be requested by
the user with the same probability p. For simplicity, we
initially assume that the startup time t, is zero. The result for
the system with nonzero startup time is given below. Let us
now derive the prefetch threshold step by step.
a) The Cost Function C

For a given system, let A be the arrival rate of the file
requests from the users when no prefetch is applied. We
assume that prefetch does not affect the user’s behavior
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regarding the likelihood of accessing files. In other words,
when prefetching is employed, users still issue requests at
rate A in the same pattern, although they can get some files
faster due to prefetching. Let the arrival rate of normal
requests and prefetch requests be A, and A, respectively.
Hence the rate at which user requests are satisfied by the
prefetched files is A-h,, which is simply ph, because
prefetched files are eventually requested by the user with
probability p, where p is the access probability of the
prefetched files. Thus h,+p-h,=h or

Aytho=A+(1-p)A, Q)

where h,+h, must be less than b/s in order to keep the
system in a stable state.

In a Round-Robin processor-sharing system, the average
response time for requests requiring an average of X time
units of processing is

X N

= =— M
l-p bl-p)

r

where p is the system load, s is the average file size, and b
is the system capacity [5, 6]. For the system shown in FIG.
4, p=s(h,+h,)/b. This implies that, in a multi-user system,
the cost of a normal request, which is the sum of the system
resource cost and the delay cost, becomes

s @®
cy :lIB'S+lIT'[:lIB'S+lIT'm

where b>().,+A,)s. Notice that in equation (8), the effect of
prefetching on the entire system is considered by including
), in the formula. As more files are prefetched, the cost of
normal requests increases because prefetching increases the
system load, hence the delay of retrieving files increases.
The average cost of a prefetch request is (9).

©)

C,=0g'S

Since users issue requests with rate A and some of them
(ph,) are satisfied by prefetched files, the rest (h,) are sent
to the server as normal requests; by equations (6), (8), and
(9), we obtain that the average cost of an explicit user
request is
AMeth?a (10)
B A
(A - pAr)ar

5
= T+ U= o + s

This equation for the average cost C is plotted in FIG. § as
a function of ), for several values of p. Note that for
equation (10), the valid range of }, is

A
O=Ay = —forO<p=l.
p

b) The Optimum Value of the Prefetch Rate A,.

Assume p and L are known, we wish to find the value of
the prefetch rate A, which minimizes the average cost of
each request in the system. Once A, is determined, )., can be
computed by A,=h-ph, according to (6).

From equation (10), clearly, at p=1, C is minimized when
h,=M, i.e. all the files which have access probability 1 should
be prefetched. On the other hand, if p=0, C is minimized
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when h,=0, therefore no files should be prefetched. For
O<p<1, we consider the following. From equation (10), we
take the derivative of C with respect to A, to obtain

dc
d;

ar(ds — pb) ] (11

N
X[(l - plag + G-@+(L=phawk

Differentiating (11) again, we get

(12

e _252[

25°[ _or(l - p)As — pb) ]
2x A

o= @A+(1-pAs’

In a stable system,

(A+(1-p)Ay)s=(As+hr)s

must be less than b. Therefore, equation (12) shows that for

pb>A(0<p=1),
d*C

d? 2,

is always less than zero. This implies that equation (10) is
maximized at

dc

-0
di,

when pb>is. Solving

dC

-0
di,

for X, we obtain the critical value A',, which is given by
1 (pb - As)ar
Ay = b-As— | ——

: <1—p)s[ "N U-pas ]

Since function (10) is maximized at A',, where

13

dC

an ~Y

for pb>hs, it follows that the cost decreases k., increases for
h,>)',. Specifically if 1',=0 for the given p, A, and

ar

ap ’
then for any %, in the range
A
0, =1,
o-5]

the higher the A,, ie., the more that files with access
probability p are prefetched, the lower the cost. Thus, for the
given p, h, and



US 6,385,641 B1

11

ar
ap

if 1',<0, prefetching all the files with access probability p
will minimize the cost.

Notice that we have assumed the access probability of
each file in the system is either p or 0. In addition, we
assumed that files with access probability 0 may actually be
requested, which implies that the rate at which files with
access probability p appear in the system can be any value
between 0 and 0 and

For example, if files with access probability zero are never
requested by the user, then h., is equal to

A
X

If all the files have access probabilities 0, then A,=0 because
we never prefetch the files with access probability 0.
Therefore, our conclusion may be stated as follows:

For given p, A, and

ar

[¢7:]

independent of the rate at which files with access probability
p appear in the system, if A',<0, then prefetching all the files
with access probability p minimizes the cost.

The number of files that are actually prefetched is deter-
mined by the rate at which files with access probability p
appear in the system, we do not need to know that to
minimize the cost.

For given p, A, and

@

5
ap

if A',=%p, the cost increases as L', increases for A,<Mp,
therefore no files should be prefetched. If 0<)', <%, since the
access probabilities of files in the system vary for different
clients and with time in a real system, it is very hard to
determine if A, would be greater than A", by prefetching all
the files with access probability p. Therefore, the lower cost
can not be guaranteed at all times, and we choose not to
prefetch any file in this case.

The above result is for the case when pb>is. If pb=hs,
(11) shows that

dc
dx;

for all A,, which means that the cost increases monotonically
., increases, therefore no files should be prefetched.
¢) The Prefetch Threshold H

Let us now find the prefetch threshold H for the system
with pb=ks such that for p=H, A',=0 and the cost is
minimized by prefetching all the files with access probabili-
ties p. From equation (13), we obtain that ', =0, i.e. (10) is
maximized at A,<0. if and only if
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(1-p e

pzl- —— ——
(1-pPb+ L
ag

where
A-s
pE7

We then set the prefetch threshold to be

(1 —p)Z—; 13
H=]-—m—
(L-p)b+ =L

ap

It’s easy to prove that H is always greater than p. Thus, if
p>H, then p>p, i.e., pb>ks. Therefore, equation (14) indi-
cates that if the access probability p is greater than or equal
to the threshold H, then A',=0 according to (13). Moreover,
following our previous analysis this implies that prefetching
all the files with access probability p minimizes the cost for
p=H. The threshold H is plotted in FIG. 6 as a function of
system utilization p for several different values of r where

and b=100.

FIG. 6 shows that as system load p increases, the prefetch
threshold H tends to increase as well, which means that
fewer files should be prefetched. But the increase is not
monotonic for small values of

ar

IIB.

The reason for this is that, in those cases, when the load is
low, prefetching does not save much time. As the load
increases, it takes longer to transmit files and prefetch can
save more time, therefore the threshold decreases. As the
load continues to increase, prefetching files will add rela-
tively long delay to the normal user requests, so the thresh-
old needs to be increased again. We can prove that the
threshold may decrease as p increases from zero, if and only
if

and for fixed

ar

s
[¢7:]

the threshold is minimized at

Furthermore, by comparing the prefetch threshold at p=0
and at
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we can show that for any

ar
b>—
@p

the maximum drop in the prefetch threshold value,

Hp-1 - H o is 0.0674.
p=1- 2gb

In both single and multi-user systems, for fixed

ar
—>
ap

the higher the system capacity, the higher the prefetch
threshold, because the savings of time is less in a faster
system. However, only in the multi-user system is the
prefetch threshold affected by system load.

d) The Upper Bound for the Prefetch Thresholds in Systems
with Arbitrary Access Probability Distribution.

Up to now, we have been considering a system in which,
at any time, the access probability of each file is either p or
0, where p is fixed within one system. The following
theorem indicates that for an arbitrary distribution of access
probabilities, where the access probability of each file in the
system can be any value between 0 and 1, expression (15)
gives an upper bound for the optimum prefetch threshold of
this system. In other words, for any system, regardless of the
actual distribution of the access probabilities, prefetching
files whose access probability is greater than the system’s
prefetch threshold computed from (1 5) can always reduce
the cost.

Theorem 1

Consider a system in which b, s, and A and

ar
ap

are known. Let f(q) be the rate at which files with access
probability q appear in the system, where

1
fo o @dg =2

and 0<q=1. Expression (15),

<1—p)Z—z
H=1-— %8
_o2p g T
(1 p)b+w8

is an upper bound for the optimum prefetch threshold of this
system.

This theorem can be proved based on our previous result.
The details of the proof are given in appendix A. Unlike the
system we studied previously, we assume that in this general
system, files with access probability zero are never
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requested, hence we do not care about the value of f(0). As
an example, we will next examine the case when

A
flg=-.
q

Studies have shown that a small percentage of the files
available on a given server usually account for a large
portion of accesses to the server [3, 4]. This implies that, in
general, a small number of files in the system have large
access probabilities, while most of the files have small
access probabilities. To model this, we choose a simple
function for f(q), namely we assume that the rate at which
files with access probability q appear in the system is given
by

A
flg=-,
q

where q €(0,1] and X is the arrival rate of the user requests.

In this example system, if we set the prefetch threshold as
H(0<HZ=1) and prefetch all the files with access probability
greater than or equal to H, then

1A
/\:f—dq:—/\ln(H).
H 4

Among them,

12
fq—dq=(1—H)/\
H 4

are eventually used on average, hence A=HA\. Similar to our
previous analysis, we compute the average cost of each user
request as

_ /\101 +A2€2 (16)

ar-s-H
C= ;) =aps[H —In(H)] + 5

[H — In(H)]A

Equation (16) is plotted in FIG. 7 as a function of the
prefetch threshold H for different values of user request
arrival rate . Taking the derivative of equation (16) with
respect to H yields

p-ar-s-A(l =1/H)
[6— [H - In(H)]A)

1 ar-s
- ﬁ]+ b~ [H = m(H]A

FIG. 7 shows that the cost is minimized at

ac _,
dH

Let us evaluate

ac _
dH ~

for several system loads and

ar

[¢7:]

to determine the optimum value of H in each case such that
the cost is minimized. The results are compared with the
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upper bound obtained using (15) in FIG. 8, where the upper
bounds are shown as smooth lines and the results for

flg=~

are shown as points connected with lines.
¢) The Prefetch Threshold for the System with Nonzero Start
Up Delay

So far, we have been studying the system with zero startup
time. For the system with a startup time t,, greater than zero,
we can prove in a similar way that the prefetch threshold
should be set to the following

(1_p)(1+5_0)ﬂ mn
H=lo—* S°08
Y soyer
(1-p) b+(1+ S)wB
where
So=tg'b(1-p).

In summary, the prefetch threshold module works in the
following way. For given A and

ar

s
[¢7:]

and a file with access probability p,>0, compute H using
equation (17). The file is prefetched if and only if p, is
greater than or equal to the H obtained.

f) The Prefetch Threshold for More General Systems.

Up to now, we have been assuming that all users in the
system have the same o and 0. In the real world, people
value their time differently; therefore, o, can vary from user
to user. Since generally the same network carrier company
supports users who are sharing the same network, we can
assume that o is the same throughout the system. In
addition, after some users have started prefetching files,
others can’t use (15) to determine the prefetch thresholds.
This is because the distribution of access probabilities in the
system is very complex, and a user may be unable to find the
user request rate A, from the current A, and X,. In the
following, we study the system with users who have differ-
ent a;'s and in which some users have already started
prefetching files. Again, we assume the startup time is zero.

Assume there are n users in the system and the cost of a
time unit for user 1 is az. In addition, we assume that user

1 issues requests at rate k. Accordingly, the rate of normal
requests from user i is A, and the rate of prefetch requests
from the same user’s pre fetch program is %, where %, could
be zero. We further assume that the arrival of requests to the
server is a Poisson process. As in the previous system, the

10

15

20

25

30

35

40

45

16

cost of a user request is the sum of the system resource cost
and the time cost, and is given by

(18)

Z/\ ar;

b- 2 (A +4iy)s
Fn

C=- Z(/Ll + )0z +

YA

i=1

Assume that for each user in the system except user k, the
current prefetch request rate ; is known, and %, =0. We
want to determine the prefetch threshold for user k, Hy, such
that the cost C decreases if user k prefetches the files with
access probabilities greater than or equal to H,. Similar to
the method we used above, we take the derivative of the cost
function twice. For the case where

e
T,

for all possible values of b, , we find the critical 2k, which
makes

&c
A, -

When 1'k,<0, we can compute the prefetch threshold H,,
which is given by

19

lITk [b - [Ak + Z (A‘.l + A;Z)S][

ik

n 2
wg[b—(kk + 2 (Ali + /\;2)5]} +
ik
Si Alin‘. + lITk [b - i (A‘.l + A;Z)S}
ik i#k

Since user k has not prefetched any file, we have that h; =k,
and

Z (A +4,)
1

— 5 7

and then (19) is equivalent to

20

ar, [b - D Ay, )s[
i=1

n 2 n n
ag b—‘gl (A +/\;2)s] +si§(/\;1 ar; +ag, [b—‘gl (A +2i)s

ar,
(1- P)w—B

[e%
(L=pb+(1—p)—% +
@p

65

5 =
— > A or
bag 5 1

Similar to the proof for the previous system, we can show
that for fixed &, (1=i=n,i=k), if user k prefetches all the
files with access probablhty greater than H,, the cost C is
minimized. As the system changes, each user recomputes his
prefetch threshold using (20) based on the new network
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conditions. In this way, the prefetch thresholds adapt to a
changing environment. This algorithm is greedy in nature.
And if the system is stable, it can achieve its locally optimal
state.

Experimental Results

Up to this point we have explained the algorithms behind
the operation of our invention. We have presented a predic-
tion algorithm for web browsing that can be used on both the
server and client. It is important to understand how the
access probabilities from the server and client should be
used, and how this use affects the system performance. Now,
we show the experimental results obtained from the UCLA
(University of California Los Angeles Computer Science
(CS) department web server’s log file taken during the
period from April 11th to June 5th of 1996. The log consists
of more than 300,000 actual user accesses. In the
experiments, we concentrated on two representative pages:
the CS department home page and the home page for TAs
(teaching assistants). More precisely, only when one of these
two pages was being viewed, was the prediction algorithm
activated and the program used to prefetch files linked to the
page. And only when a file linked to one of these two pages
was requested, did the program check if it had been
prefetched. The CS department home page contains links to
research, students, faculty, and other general information
home pages. These links are not updated very often. The TA
home page has links to all the class home pages, which are
updated frequently to include new assignments, handouts,
etc. Therefore, simulations on these two pages indicate how
well our prediction algorithm works on pages that are
revisited frequently by some particular users and on other
pages that are generally not revisited frequently. To study
how the access probabilities from the server and the client
affect the performance of prediction, we tested three cases.
1) Using only the access probabilities from the client site. 2)
Using only the access probabilities from the server site. 3)
Merging the access probabilities from server and client as
designed in our original algorithm. Namely, assume A is the
current page; if C,<58, then use the access probabilities
from the server for the links on page A, otherwise use the
access probabilities from the client. A fixed prefetch thresh-
old was used in each experimental run and varied for
different runs. All the files with access probability greater
than or equal to the prefetch threshold were prefetched. We
measured several different system parameters. If the user
requested a page, and the request was satisfied by a
prefetched copy of the file, we scored the result as a hit. The
hit rate is defined as the ratio of the number of hits over the
total number of user requests. For a fixed number of user
requests, the higher the hit rate, the more time is saved by
prefetching. The successful prediction rate is the probability
of a prefetched file being eventually used. A high successful
prediction rate indicates that less bandwidth is wasted due to
prefetching unused files. FIGS. 9-12 show the successful
prediction rate and hit rate obtained for the pages linked to
the CS home page and the TA home page respectively with
prefetch thresholds between 0.01-0.9 for the three cases
described above.

As shown in FIGS. 9 and 10 for both home pages, using
only access probabilities on the client site yields. successful
prediction rates of around 70% when the threshold is just
slightly higher than zero. As the threshold increases, the
successful prediction rate tends to increase. In FIG. 9, the
tails of the top two curves drop because there were very few
files prefetched at those threshold values, and the sample
size was very small. Each curve ends at the point where no
file is prefetched for larger prefetch thresholds. Although the
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successful prediction rates are lower when the access prob-
abilities from the server were used, the result is good given
that these probabilities are based on the accesses from
hundreds of other clients who are totally unrelated to the
user. Without the access probabilities from the server, no
prefetch is possible when the. user visits a page for the first
few times. This is further supported by the hit rate distri-
bution shown in FIGS. 11 and 12.

From FIGS. 11 and 12 we can see that, if the prediction
algorithm is run only on the client site, the hit rate is not as
good as the successful prediction rate. The reason for this is,
in many cases, the user had not visited a page enough times
and no file was prefetched from the page. On the other hand,
by using only access probabilities from the server or merg-
ing those from server and client, we obtain much higher hit
rates. In addition, for small prefetch thresholds, these two
curves are very close because prefetches invoked due to high
access probabilities at the client site only contribute a small
portion of the total number of prefetches.

In FIGS. 11 and 12, the hit rate of the pages linked to TA
home page is lower than 40% when the prefetch threshold is
zero. This is because, although the TA home page is the main
place where requests to class home pages are generated,
some students access a class home page using bookmarks or
from pages other than the TA home page, such as the
instructor’s home page. In those cases no prefetch was
performed in our experiment since we did not apply the
prefetch algorithm to pages other than the TA and CS home
pages. The same problem exists for pages linked to the CS
home page but is less significant. For the same reason, the
hit rate in a real system should be higher than what is shown
in FIGS. 11 and 12.

FIG. 13 shows the relation between the prefetch threshold
and the average number of files prefetched for each user
request, which indicates the amount of traffic increase in the
entire system due to prefetching. When only the access
probabilities from the client was used, this average number
is very low, since the prediction was very accurate, and if the
user had not visited the page at least 5 times, no link on it
was prefetched. More files were prefetched for the other two
cases, but still the average number of files prefetched for
each user request is low. Comparing FIGS. 11 and 12 with
FIG. 13, we can see that for a hit rate of more than 60%, the
average number of files prefetched for each user request is
less than two.

Implementation—a Prefetch Program

We have developed a program on PC Windows® system
based on the real time prefetch scheme described in the last
few sections. The program is integrated with the Netscape®
browser through the Netscape® Client API (Application
Programming Interface). When executed on a PC for the first
time, it needs to register with the machine’s Netscape®
program as an http protocol handler. After that, each time the
browser is opened, the prefetch program is started automati-
cally. When the prefetch function is activated, the user may
use the browser as usual. The Netscape® window looks the
same, except that some icons will be added to the page being
viewed to alert the user regarding the status of the links on
that page. (see below)

In our program, whenever a new page is displayed, the
status of each link on this page is checked by measuring the
sum of the time needed to connect to the server and the time
between sending out a header request and receiving the
response from the server. The value obtained in this way is
not very accurate and may vary with time. However, in
general, it does indicate the quality of the link at that time.

If the user has downloaded some pages from the server
recently, say in the last ten minutes, the average speed at
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which the files were downloaded is a better estimation of the
actual link condition [1]. This link quality information is
provided to the user through an icon placed next to the
corresponding link. This can potentially reduce traffic on
congested links, because most people would choose a faster
link if several options are available. FIG. 15 shows the icons
currently used in our program.

Basically, the mouth shape of an icon indicates whether a
link is fast, slow, or in-between, and the hat indicates if a
copy of the file is cached on the local computer. For
example, the first icon 22 in FIG. 15 has a “smiley” face
indicating that the connection is good. Requests to this
server are expected to be satisfied very fast. The icon 24
below it shows not only that the link is fast, but also that the
file is available on the local disk (presence of the hat). The
last icon 26 in the second row indicates that the file is cached
on the local disk, but it may be slow if you follow that link
further to access other pages on that server. The icon 28 at
the bottom indicates an error, for example the server is not
reachable or the file was not found. After a file is prefetched,
the icon next to the corresponding link will be switched to
a face wearing a hat with the same mouth shape. FIG. 16 is
a sample screen which demonstrates how the icons work.

One interesting thing we found from using this program
is that the user tends to go to pages that have been
prefetched, even though they would not have been interested
in them had these pages not been prefetched. This is because
prefetched files are fast to load, which means it does not take
the user much time in case the page is not interesting.
Moreover, if prefetching is carried out based on access
probabilities from the server, then the user may read them
out of curiosity, since prefetched pages are presumably
popular among other users according to our prediction
algorithm.

Many alterations and modifications may be made by those
having ordinary skill in the art without departing from the
spirit and scope of the present invention. The words used in
this specification to describe the invention and its various
embodiments are to be understood not only in the sense of
their commonly defined meanings, but to include by special
definition in this specification structure, material or acts
beyond the scope of the commonly defined meanings. Thus
if an element can be understood in the context of this
specification as including more than one meaning, then its
use in a claim must be understood as being generic to all
possible meanings supported by the specification and by the
word itself. The definitions of the words or elements of the
following claims are, therefore, defined in this specification
to include not only the combination of elements which are
literally set forth, but all equivalent structure, material or
acts for performing substantially the same function in sub-
stantially the same way to obtain substantially the same
result.

In addition to the equivalents of the claimed elements,
obvious substitutions now or later known to one with
ordinary skill in the art are defined to be within the scope of
the defined elements. The claims are thus to be understood
to include what is specifically illustrated and described
above, what is conceptually equivalent, what can be obvi-
ously substituted and also what essentially incorporates the
essential idea of the invention. Those skilled in the art will
appreciate that various adaptations and modifications of the
just-described preferred embodiment can be configured
without departing from the scope and spirit of the invention.
The illustrated embodiment has been set forth only for the
purposes of example and that should not be taken as limiting
the invention. Therefore, it is to be understood that, within
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the scope of the appended claims, the invention may be
practiced other than as specifically described herein.

APPENDIX A

This appendix constitutes a proof of Theorem 1.
Theorem 1

Consider a system in which b, s, and A and

ar
[¢7:]

are known. Let f(q) be the rate at which files with access
probability q appear in the system, where

i
[ arada=2
0

and 0<q=1. Expression (15),

<1—p>Z—;
H=1-— % _
o T
(1 p)b+w8

is an upper bound for the optimum prefetch threshold of this
system.

Proof: We assume f(q) is continuous. The proof is similar
for f(q) discrete. Since f(q) is the rate at which files with
access probability q appear in the system, for any h(O<h=1),
if all and only those files with access probability greater than
or equal to h are prefetched, then the arrival rate of the
prefetch requests is

! @b
A= f f@dg
h

hence, the normal requests arrive with rate

! @)
N=A= f f@dq
h

When the prefetch request rate is A, the average cost of each
user request is given by
Arey + A6, (23)

Cldp) = 3

where, the same as in our previous analysis,

N

c1 =wB'S+lIT'm

c; =ag-s

Assume that, by plugging b,s i, and

ar

[¢7:]

into (15), we obtain a value H'. Now we consider another
system with the same b,s,h, and
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ar
ap ’

When the user is using a file, for each file in the new system,
we set its access probability to H' if and only if it is at least
H' when the same file is being used in the original system,
otherwise we set the probability to 0. Since two system have
the same b,s,A, and

ar
—>
ap

the prefetch threshold for the new system is H' by (15). This
implies that the average cost of a user request can be
minimized by prefetching all the files with access probabil-
ity H'. In this new system, let A, be the corresponding
prefetch request rate at which the cost is minimized. By our
definition of the new system and the results above, the result
is given by

1
Xz=f flgdg
H

Let C,_, (),) be the average cost of viewing a page when the
prefetch rate is A,. The analysis section above shows that

ar(As — H'b) .
-y +2)s)2 ]~

dCn(d2) s @4

dA; A

(1 - H)ag +
Based on equations (21) and (22), we take the derivative
of equation (23) with respect to ., to obtain

dCa) s
dA; A

@5

[(1 g arlah+ Ap)s — hb] ]

- @Ay + )51

Comparing equation (24) and (25) term wise yields the
results

dC(A2)  dCpen(A2)
< =
di, di,

for 0=0,=,.

Since for 0=h,=h,, H'=h=1. This implies that for
H'=h=1 the average cost of viewing a file decreases as h
decreases. Therefore the prefetch threshold which is going to
minimize the cost in the original system must be less than or
equal to H'. In other words, H' obtained from (15) is the
upper bound of the prefetch thresholds for the general
systems with the same b,s,A, and

ar
ap’
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What is claimed is:

1. A method for reducing latency of requests by a local
computer for computer files available from a network com-
puter by prefetching a subset of available computer files to
the local computer comprising the steps of:

calculating an access probability for each computer file

available to the local computer wherein the access
probability of a file is an estimate of the probability
with which the file will be requested by the local
computer and wherein

calculating the access probability employs an application

specific algorithm based on access history at the local
computer, or network computer, or both;

calculating a prefetch threshold, based on current network

conditions for each computer network server contain-
ing at least one file with nonzero access probability and
wherein calculating a prefetch threshold employs an
algorithm that is not application specific, but is a
function of system load, capacity, and cost of a time
unit and a system resource unit to a user; and
accessing each file whose access probability exceeds or
equals it’s server’s prefetch threshold if there is no
current copy of the file already on the local computer.

2. The method of claim 1, wherein the step of calculating
an access probability employs an algorithm particularly
suited to a web browsing application and wherein a com-
puter file is considered as being available only if the com-
puter file is directly linked to a page be displayed by the local
computer.

3. A method for reducing latency of requests by a local
computer for computer files available from a computer
network by prefetching a subset of available computer files
to the local computer comprising the steps of:

determining an access probability for each computer file

available to the local computer wherein the access
probability of a file is an estimate of the probability
with which the file will be requested by the local
computer and wherein determining the access probabil-
ity employs an application specific algorithm;
determining a prefetch threshold, based on current net-
work conditions for each computer network server
containing at least one file with nonzero access prob-
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ability wherein determining a prefetch threshold
employs an algorithm that is not application specific;
and

prefetching each file whose access probability exceeds or
equals it’s server’s prefetch threshold if there is no
current copy of the file already on the local computer;

wherein the step of determining an access probability
employs an algorithm particularly suited to a web
browsing application and wherein a computer file is
considered as being available only if the computer file
is directly linked to a page being currently displayed by
the local computer,
further comprising the steps of:
maintaining a page counter C, for each page A;
determining if a link to a page B exists from page A and
maintaining a link counter C, g, for the pair if the
link exists;
incrementing C, whenever page A is downloaded;
incrementing C, 5, whenever page B is accessed by
means of the link; and
determining the access probability p of a page B, linked
to the page A being displayed by the local computer
according to

C(A,B;)]

p(Bi| A) = mir{l, c

for C,=5, and 0 for C,<5.
4. A method for reducing latency of requests by a local
computer for computer files available from a computer
network by prefetching a subset of available computer files
to the local computer comprising the steps of:
determining an access probability for each computer file
available to the local computer wherein the access
probability of a file is an estimate of the probability
with which the file will be requested by the local
computer and wherein determining the access probabil-
ity employs an application specific algorithm;

determining a prefetch threshold, based on current net-
work conditions for each computer network server
containing at least one file with nonzero access prob-
ability wherein determining a prefetch threshold
employs an algorithm that is not application specific;
and

prefetching each file whose access probability exceeds or
equals it’s server’s prefetch threshold if there is no
current copy of the file already on the local computer;

wherein the prefetch threshold is determined using an
equation where o represents a delay cost, o repre-
sents a system resource cost, b represents capacity of a
pathway for conducting a prefetched file to the local
computer, p represents an overall load of the computer
network, and where the equation is given by

1-pZ
H=1-— %
(1-plb+ =

ap

5. A method for reducing latency of requests by a local
computer for computer files available from a computer
network by prefetching a subset of available computer files
to the local computer comprising the steps of:

determining an access probability for each computer file

available to the local computer wherein the access

24

probability of a file is an estimate of the probability
with which the file will be requested by the local
computer and wherein determining the access probabil-
ity employs an application specific algorithm;

w

determining a prefetch threshold, based on current net-
work conditions for each computer network server
containing at least one file with nonzero access prob-
ability wherein determining a prefetch threshold
employs an algorithm that is not application specific;

10 and

prefetching each file whose access probability exceeds or
equals it’s server’s prefetch threshold if there is no
current copy of the file already on the local computer;

wherein the prefetch threshold is determined using an
equation where o represents a delay cost, oy repre-
sents a system resource cost, b represents capacity of a
pathway for conducting a prefetched file to the local
computer, p represents an overall load of the computer
network, s represents a size of the prefetched file and
where the equation is given by

15

20

s (1—p)2b+(1+5?0)z—;

6. A method for reducing latency of requests by a local
computer for computer files available from a computer
network by prefetching a subset of available computer files
to the local computer comprising the steps of:
determining an access probability for each computer file
available to the local computer wherein the access
probability of a file is an estimate of the probability
with which the file will be requested by the local
computer and wherein determining the access probabil-
ity employs an application specific algorithm;

determining a prefetch threshold, based on current net-
work conditions for each computer network server
containing at least one file with nonzero access prob-
ability wherein determining a prefetch threshold
employs an algorithm that is not application specific;
and
prefetching each file whose access probability exceeds or
equals it’s server’s prefetch threshold if there is no
current copy of the file already on the local computer;

wherein the prefetch threshold H, for a user k is deter-
mined using an equation where o represents a delay
cost, oz represents a system resource cost, b represents
capacity of a pathway for conducting a prefetched file
to the local computer, p represents an overall load of
the computer network, s represents a size of the
prefetched file, and X represents a file request rate and
where the equation is given by
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7. An apparatus for reducing latency of requests by a local
computer for computer files available from a computer
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network by prefetching a subset of available computer files
to the local computer comprising:

means for calculating an access probability for each
computer file available to the local computer wherein
the access probability of a file is an estimate of the
probability with which the file will be requested by the
local computer and, wherein calculating the access
probability employs an application specific algorithm
based on access history at the local computer, or
network computer, or both;

means for calculating a prefetch threshold, based on
current network conditions for, each computer network
server containing at least one file with nonzero access
probability wherein calculating a prefetch threshold
employs an algorithm that is not application specific,
but is a function of system load, capacity, and cost of
a time unit and a, system resource unit to a user; and

means for prefetching each file whose access probability
exceeds or equals it’s server’s prefetch threshold if
there is no current copy of the file already on the local
computer.

8. The apparatus of claim 7, wherein the means for
calculating an access probability employs an algorithm
particularly suited to a web browsing application and
wherein a file is considered as being available only if the file
is directly linked to a page being currently displayed by the
local computer.

9. An apparatus for reducing latency of requests by a local
computer for computer files available from a computer
network by prefetching a subset of available computer files
to the local computer comprising:

means for determining an access probability for each
computer file available to the local computer wherein
the access probability of a file is an estimate of the
probability with which the file, will be requested by the
local computer and wherein determining the access
probability employs an application specific algorithm;

means for determining a prefetch threshold, based on
current network conditions for each computer network
server containing at least one file with nonzero access
probability wherein determining a prefetch threshold
employs an algorithm that is not application specific;
and

means for prefetching each file whose access probability
exceeds or equals it’s server’s prefetch threshold if
there is no current copy of the file already on the local
computer,

wherein the means for determining an access probability
employs an algorithm particularly suited to a web
browsing application and wherein a file is considered as
being available only if the file is directly linked to a
page being currently displayed by the local computer,

further comprising:

means for maintaining a page counter C, for each page
A;

means for determining if a link to a page B exists from
page A and for maintaining a link counter Cy, g, for
the pair if the link exists;

means for incrementing C, whenever page A is down-
loaded,;

means for incrementing C, 5 whenever page B is
accessed by means of the link; and

means for determining the access probability p of a
page B; linked to the page A being displayed by the
local computer according to
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C(A,Bn]
Ca

p(Bi| A) = mir{l,

for C,=5, and 0 for C,<5.

10. An apparatus for reducing latency of requests by a
local computer for computer files available from a computer
network by prefetching a subset of available computer files
to the local computer comprising:

means for determining an access probability for each
computer file available to the local computer wherein
the access probability of a file is an estimate of the
probability with which the file will be requested by the
local computer and wherein determining the access
probability employs an application specific algorithm;

means for determining a prefetch threshold, based on
current network conditions for each computer network
server containing at least one file with nonzero access
probability wherein determining a prefetch threshold
employs an algorithm that is not application specific;
and

means for prefetching each file whose access probability
exceeds or equals it’s server’s prefetch threshold if
there is no current copy of the file already on the local
computer,

wherein the means for determining a prefetch threshold
operates according to an equation where o represents
a delay cost, oz represents a system resource cost, b
represents capacity of a pathway for conducting a
prefetched file to the local computer, p represents an
overall load of the computer network, and where the
equation is given by

<1—p>Z—;
H=l1-— %
oy T
(1 p)b+w8

11. An apparatus for reducing latency of requests by a
local computer for computer files available from a computer
network by prefetching a subset of available computer files
to the local computer comprising:

means for determining an access probability for each
computer file available to the local computer wherein
the access probability of a file is an estimate of the
probability with which the file will be requested by the
local computer and wherein determining the access
probability employs an application specific algorithm;

means for determining a prefetch threshold, based on
current network conditions for each computer network
server containing at least one file with nonzero access
probability wherein determining a prefetch threshold
employs an algorithm that is not application specific;
and

means for prefetching each file whose access probability
exceeds or equals it’s server’s prefetch threshold if
there is no current copy of the file already on the local
computer,

wherein the means for determining a prefetch threshold
operates according to an equation where o represents
a delay cost, oz represents a system resource cost, b
represents capacity of a pathway for conducting a
prefetched file to the local computer, p represents an
overall load of the computer network, s represents a
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size of the prefetched file and where the equation is
given by

(-pf1+2)Z
Hel-——— =06
(1-p)2b+ (1 + ?)w—g

12. An apparatus for reducing latency of requests by a
local computer for computer files available from a computer
network by prefetching a subset of available computer files
to the local computer comprising:
means for determining an access probability for each
computer file available to the local computer wherein
the access probability of a file is an estimate of the
probability with which the file will be requested by the
local computer and wherein determining the access
probability employs an application specific algorithm;

means for determining a prefetch threshold, based on
current network conditions for each computer network
server containing at least one file with nonzero access
probability wherein determining a prefetch threshold
employs an algorithm that is not application specific;
and

means for prefetching each file whose access probability

exceeds or equals it’s server’s prefetch threshold if
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there is no current copy of the file already on the local
computer,

wherein the means for determining a prefetch threshold
determines a prefetch threshold H, for a user k by using
an equation where o represents a delay cost, oy
represents a system resource cost, b represents capacity
of a pathway for conducting a prefetched file to the
local computer, p represents an overall load of the
computer network, s represents a size of the prefetched
file, and X represents a file request rate and where the
equation is given by

ar, [b - Dy Ay, )s[
i=1

Ho=1- .
ag|b- 2 (Ail +A;2)S] +SZ A;IIIT‘. +11Tk [b— 2 (A‘.l +A;2)S
i=1 i=k i=1

ar,
(1-p—L
=1- %5

Umprbs(l-p ey > 3 g
P P ap  bapizi T



