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Abstract-Packet switching offers attractive advantages over the more
conventional circuit-switched scheme, namely, flexibility
in setting up user
connections and more efficient use of resources after
the c o n n q p is
established. However, if user demands are allowed to exceed the system
Capacity. unpleasant congestion effects occur which rapidly neutralize the
delay and efficiency advantages. Congestion can be eliminatedby using an
appropriate set of traffic monitoring and control procedures called flow
control procedures. Flow control can he exercised at various levels
in a
packet network. The following levels are identified and discussed in this
Paper: hop level. entry-to-exit level. network access level, and transport
level. For each level, the most representative techniques are surveyed and
compared.Furthermore,the interactionhetweenthedifferentlevels
is
discussed.

I. INTRODUCTION

A

packet-switched network may be thought of as a distributed pool of productive resources (channels, buffers, and
switching processors) whose capacity must be shared dynamically by a community of competing users (or, more generally,
processes) wishing t o communicate with each other. Dynamic
resourcesharing is what distinguishes packet switching from
the more traditional circuitswitching
approach, in which
network resourcesare dedicatedtoeach
user foranentire
session. The keyadvantages ofdynamic sharing are greater
speed and flexibility in settingup user connections across
thenetworkand
moreefficient
use ofnetwork resources
after the connectionis established.
These advantages of dynamic sharing do not come without
acertain danger,however. Indeed, unless careful control is
exercised on the user demands, the users may seriously abuse
the network. In fact, if the demands are allowed t o exceed the
system capacity, highly unpleasantcongestion effectsoccur
whichrapidlyneutralize
the delay and efficiencyadvantages
of a packet network. The type
ofcongestion that occurs in
an overloaded packet network is not unlike that observed in a
highway network. Duringpeak
hours,thedemandsoften
exceed the highway capacity, creating large backlogs. Furthermore, the interference between transit traffic on the highway
and on-ramp and off-ramp traffic
reduces the effective throughput of the highway, thus causing an even more rapid increase
in the backlog. If this positive feedbacksituation persists,
traffic on the highway may come t o a standstill. The typical
relationship between effective throughputandoffered
load

in a highway system (and, more generally, in many uncontrolled, distributed dynamicsharing systems) is shown in Fig. 1.
By properlymonitoringandcontrollingtheoffered
load
many of thesecongestionproblemsmay
be eliminated. In a
highway system, it is common to control the input by using
access ramp traffic lights. The objective is t o keep the interference between transit trafficand incoming traffic within
acceptable limits,andto
prevent the incoming traffic rate
from exceeding the highway capacity.
Similar types of controls are used in packet switched networks, and are called flow control procedures. As in the
highway system,the basic principle is tokeepthe
excess
load out of the network. The techniques, however, are much
more sophisticated since theelementsofthenetwork
(i.e.,
the switching processors) areintelligent,
can communicate
with each other,andtherefore
can coordinatetheiractions
in a distributed control strategy.
'
Internalnetwork congestion may also be relieved by rerouting someof
thetraffic
from heavily loaded paths t o
underutilized paths.It is important to understand, however,
that routing canreduce and, perhaps,delay networkcongestion;itcannot
prevent it. We donot discuss theinteractions between routing and flow control in this paper. The
interested reader is referred totheroutingprotocol
survey
paper by Schwartz and Sternin this TRANSACTIONS
[5 1] .

The main functions of flow control in a packet network
are:
1) prevention ofthroughput degradation and loss of efficiency due t o overload,
2) deadlock avoidance,
3 ) fair allocation of resources among competing users,
and
4) speed matching between the network and its attached
users.
Throughput degradation and deadlocks occur because the
traffic that has already been accepted into the network (i.e.,
trafficthat hasalready
been allocated network resources)
exceeds the nominalcapacityof
thenetwork.To
prevent
overallocation of resources, the flow control procedure includes a set of constraints (on buffers that can be allocated,
on outstandingpackets, on transmissionrates, etc.) which
caneffectively limitthe access of trafficintothenetwork
or, more precisely, t o selected sections of the network. These
ManuscriptreceivedDecember
15, 1979; revisedJaunary 8, 1980. constraints may be fixed, or may be dynamically adjusted
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Some authors reserve theterm
“flow control”forthe
transport level, and refer to the other three levels of control
as congestion control [34]. Thisterminology
is used to
emphasize the physical distinctionbetween
the first three
levels, which are realized in the
communications
subnet
.(andtherefore are the responsibility of thenetwork implementer) and thefourth level, which is realized in the user
devices (and therefore is the responsiblity of thenetwork
customer). In thispaper, we have chosen to use theterm
flow control for all four levels.
The design of an efficient flow control strategy for a packet
network is a complex taskin many ways.’The most critical
issue is the fact that flow control is a multilayer distributed
protocol involving several different levels. At each level, the
I
flow
control implementation must be consistent and compatOFFERED LOAD
ible with other protocol functions existing at the same level.
Fig. 1. Effectivethroughputversusofferedloadinanuncontrolled,
Furthermore,theinteractionsbetween
.different levels must
distributed dynamic sharing system.
be cakfully studied in order to avoid duplication of functions
on one hand, andlack of coordination on the other.
Unfortunately, efficiencyandfairnessobjectives
donot alThe purpose of thispaper is to provide ataxonomy of
wayscoincide. Forexample, referringback to our highway flow control mechanisms based on the above defined multitraffic situation, the effective throughput of the Long Island level structure.First, we review problems,functions,and
Expressway could be maximized by opening all the lanes to performancemeasures of flow control. Then, for each
level
traffic from the Island to New York City during the morning we survey the mostrepresentativeflow
control,techniques
rush hour, and in theoppositedirection during the evening that have been proposed and/orimplemented, providing a
rush hour. This solution, however,would also maximize the performance comparison among’techniques at the same level,
discontent of the reverse commuters (and we all know how
and discussing the interaction between techniques at different
dangerous it is to anger a New Yorker)! In packet networks, levels. Finally, we briefly mention some new flow control
unfairness conditions can also arise (as we will show in the
issues raised by novel computer
network applications.
.
.
following sections); but they tend to be more subtle and less
11. FLOW CONTROL: PROBLEMS, FUNCTIONS, AND
obvious than in highway networks because of the complexity
MEASURES
of thecommunicationsprotqcols.
One ofthefunctionsof
flow control,therefore, is’ io preventunfairness by placing
Our overall problem is to identify mechanisms
which
selective restrictionsontheamount
of resources thateach
permitefficient
dynamic sharing of the pool of resources
user (or user group) may acquire, in spite of the negative (channels, buffers,and
switching processors) in apacket
effect that these restrictions may have on dynamic resource network. In this section, we firstdescribe andillustratethe
sharing and, therefore,overall throughput efficiency.
congestionproblems
caused by lack ofcontrol.Then
we
Flow control can be exercised at various levels in a packet define the functions of flow control and the different levels
network.The following levels are identifiedand discussed at which these functions are implemented. Finally, we introin this paper.
duce performance measures for the evaluation and comparison
1)Hop Level: This level of flow control attempts to main- of different flow controlschemes.
tain a smooth flow of traffic between two neighboring nodes
in a computer network, avoiding local buffer congestion and A. Loss of Efficiency
deadlocks. (We shall devote Section 11 tothe discussion of
The main cause ofthroughput degradationin apacket
this form of flow control.)
network is the wastage of resources. This may happen either
2 ) Entry-to-Exit Level: This level of flow control is gen- because conflicting demands by two or more users make the
erally implemented as aprotocol between the source and resource unusable (e.g., collisions on a random access channel);
destination switch, and has the purpose of preventing buffer or because a user acquires more resources than strictly needed,
congestion at the exit switch(Section 111).
thus starving other users (e.g., a slow sink fed by a fast source
3)Network Access Level: The objective of this level is to may create a backlog of packetswithin the network which
throttleexternalinputs
based on measurements of internal prevents other traffic from getting through). The tworesources
(as opposedtodestination)network
congestion
(Section
that aremost commonly “wasted”in a packet network are
communications
capacityand storage capacity.
?V).
4) Transport Level; This is the level of flow control assoBuffe’r wastage is an indirect consequence of limited nodal
ciated withthetransportprotocol,
i.e., theprotocol which storage: a given end-to-end packetstream may be blocked
provides for the reliable delivery of packets on the “virtual” at an intermediatenode along thepath because all ofthe
connectionbetweentworemote
processes. Its mainpurpose
buffers have been “hogged” by ,other streams. This may
is to preventcongestion of user buffersatthe process level happen even if channel bandwidth is plentifulalong
the
(i.e., outside of the network)(Section V),
blocked stream path,thus causing an unnecessary loss of
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throughput. The source of this throughput degradation is that
some users unnecessarily monopolize (i.e., waste) the buffers
at some congested node.
A simple example of throughput degradationcaused by
bufferinterference is shown in Fig. 2.Two pairs of hosts,
(A, A ‘ ) and (B,qB’), are engaged in data transmission through
a single network node. Access line speeds (in arbitrary units)
are given in Fig. 2.ThetrafficrequirementfromAtoA’
is constant and is equal t o 0.8 (measured in the same units as
the linespeed). Therequirementfrom
B to B‘is vajable,
and is denoted by X. When X approaches 1, the output queue
from the switch to host B’ grows indefinitely large filling up
all thebuffers in theswitch.Packets
arriving when all the
buffers are full are discarded, and are later retransmitted by
the source host (we refer tothismodel
as the retransmit
model). If we plot thetotalthroughput,
i.e., the sumof
(A, A’) and (B. B’) delivered traffic as a function of X (as in
the solid curve of Fig. 3), we note that for X = 1, the through:
put experiences asharpdropfrom
1.8 t o 1.1.The drop is
due tothe fact thatthe switchcan handletheentire
user
demand = h + 0.8 for X, < 1; while for X 2 1, the switch
buffersbecomefull,
causing overflow. Consequently, large
queues build up in both the A andB hosts. With a heavy load,
therateofpacket
transmissions(andretransmissions)
from
B is 10 times the rate from A because of the difference in line
access speeds. Thus, packets fromB have a 10 times better
chanceofbeing
accepted when a bufferbecomes free than
packets from A, leading to a 10 to 1 imbalanceineffective
throughput. Since the -(B, B‘) throughput is limited t o 1,
the (A, A’) throughput is reduced to 0.1 (i.e., one tenth of
the AA’ throughput), yielding a total throughput = 1.1 for
X > 1.
In thisexample, we have observed a decrease in useful
throughput caused by an increase o f offered load beyond the
critical
system
capacity. This throughput degradation is
typical of congested systems, and is often taken as a definition
of congestion (i.e., a system is “congestion-prone’’ if an
increment in offered load causes a reduction in throughput)
~ 7 1 .
In the previous example, we assumed that dropped packets
would be retransmitted from the host. A similar analysis can
be carried out assuming thatdropped packets are lost (loss
model). Thethroughput versus offeredloadperformance is
similar to that of the retransmit model, although the drop
is
somewhat smootherin this case (the dashed curve of Fig. 3).
Throughput degradation effects, caused by
inefficient
allocation (and therefore wastage) of buffers are found also
in multinodenetworks as reportedby several studies [27],
[ 131 , [I81 . To prevent thistype of degradation, proper
buffer allocation rules are generally established at each node,
as soon described.
Another cause of throughput degradation is channel
wastage. Thisproblemmanifestsitself
very clearlyin multiaccess channels (e.g., packet satellite, orpacket radio channels),
when users transmitpacketsatrandom
times without prior
coordination
(random
access). A well-known
example
is
offered by the ALOHA channel [23]. Packets that collide
are lost,thus
causing channel wastage andconsequently,
throughput
degradation.
Congestion
prevention
in multi-
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access channels is discussed in [46] in thisTRANSACTIONS.
Also, it is clear that unnecessary retransmissions of a packet
represent anotherform
ofchannel
wastage. Yet another
manifestation is the use of unnecessarily long paths in a network (e.g., looping in routing algorithms).
B. Unfairness
Unfairness is a natural byproduct of uncontrolled competition. Some users, because of their relative position in the network or the particular selection of network and trafficparameters, may succeed in capturing a larger share of resources
than others, and thus enjoypreferential treatment.
One example of unfairness has already been given in Figs.
2 and 3 where the (B-B’) flow is allowed t o exceed the (AA’)flowby
afactoroften.Another
obviousexampleof
unfairness is offered by the single switch loss model in Fig. 4.
The speed of the output trunkis 1. Hosts A and B are injecting
dataintothe switch with rates 0.5 and X, respectively.For
fairness, theoutputtrunk
should be equallysharedby
the
two hosts. However, the loss model performance results shown
in Fig. 5 indicate that for large values of X, host B captures
the entire output trunk bandwidth,
reducing the A throughput to zero. As previously observed, for X > 0.5 host B has a
farbetter chance to seize freebuffersin
the switch than
host A. Specifically, the ratio of A-packets to B-packets
in
the switch at heavy load is roughlyequal t o 0.5/X. Thus,
theratio
of A-throughputtoB-throughput
is also 0.5/h,
explaining the behavior in Fig. 5 .
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Fig. 6 .

Fig. 4.

Exampleofunfairness.
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Performance of system shown in Fig. 4.

Cases of unfairness have been reported in many multinode
network studies, and several “fairness” techniques have been
proposed. Unfortunately, the problem of fairness is considerably more difficult to deal withthanthe problem oftotal
throughput
degradation
because a general,
unambiguous
definitionof fairness is not always possible in adistributed
resource sharing environment.

Deadlockexample.

setting simple restrictions on buffer usage ateachnode.A
more
extensive
discussion of deadlocks will be given in
Section 11.
It is important to pointoutthatbuffer
deadlocks are
possible only in networks which retransmit dropped packets,
i.e., which save a copy of a packet at each node
while transmitting the packet to the next node on the path, and retransmit acopy of the packetin case of overflow (retransmit
model). If dropped packets are not retransmitted (i.e., a loss
model), the sending node is not required to save acopyof
the packet until acceptance at the next node, thus removing
a necessary conditionfor deadlocks. Thus, lossy networks
are deadlock free; however, an additional recovery mechanism
forlost packetsmust
then be provided attheend-to-end
level.

D.Flow Control Functions

Flow control may be defined as a protocol (or more generally,aset
of protocols), designed to protect the network
from problemsrelated
to overload and speedmismatches.
Solutionstothethree
problems just discussed (maintaining
efficiency, fairness andfreedomfromdeadlock)
areaccomplished by setting rules for the allocation of buffers at each
C. Deadlocks
node and by properly regulating and (if necessary)blocking
A deadlock condition manifests itself by a (total or partial) the flow of packets internally in the network as well as at
levels of flow control
network crash. Deadlocks oftenoccur because ofa cyclic network entry points. Actually, multiple
wait of resources to become available. That is, one user is are generally implemented in a network, as we shall see.
Efficiency and congestion
prevention
benefits of flow
holding aportion of the resources thathecurrently
needs
and is waiting foranother user to release the remaining re- control do not come for free. In fact, flow control (as with
in adistributednetwork)may
sources necessary to complete his task and this user is waiting anyotherformofcontrol
ofinformationbetweennodes
to
for yet a third user, etc., such that the sequence of “waiting” requiresomeexchange
of
users closes into a cycle, and it
is immediately seen that no select thecontrol strategy and possibly,someexchange
user in the cycle can make any progress [3]. Thus,the
commandsand
parameter information to implementthat
throughput for this subset ofusers is reduced to zero.
strategy. This exchange translates into channel, processor, and
Deadlocksarelikely
tooccur in anetwork
when the storageoverhead.
Furthermore, flow control mayrequire
offered load exceeds network capacity. For a simple example thededicationof
resources (e.g., buffers, bandwidth) to
0f.a deadlock, consider two switches, A and B , connected by individual users, or classes of users, thus reducing the statistical
a trunk carrying heavy traffic in both directions (see Fig. 6). benefits of complete resource sharing. Clearly, thetradeoff
Under the heavy traffic assumption, node A rapidly fills up between gain in efficiency(due to controls)and loss in.efwithpacketsdirectedto
B ; and vice versa, B fills upwith
ficiency (due to limited sharing and overhead) must be carepackets directed to A . Ifwe assume thatdroppedpackets
fullyconsidered
in designing flow control strategies.This
are retransmitted, then each node
must hold a copy of each
tradeoff is illustrated by the curves in Fig. 7, showing the
packet, (and therefore a buffer)
until the packet is accepted effective throughput as a function of offered load. The ideal
by the other node. This may result in an endless wait in which throughput curve corresponds to perfect control as it could
a node holds all of its buffers to store packets
being trans- be implemented by an ideal observer,with
completeand
mittedtotheothernode,andkeepsretransmitting
packets instantaneousnetworkstatusinformation.
Ideal throughput
to the other node waiting for buffers to be freed there. Con- follows theinputand
increases linearlyuntil it reaches a
sequently, na useful data are transferredonthetrunk.It
horizontalasymptotecorrespondingtothemaximumtheoturns out that this type of deadlock (known as direct store- retical network
throughput.
The
controlled
throughput
and-forward deadlock [ 191) is relatively easy to prevent by curve is a typical curve that can be obtained with an actual
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Flow control performance tradeoffs.
r

controlprocedure.Throughput
values are lower than with
the ideal curve because ofimperfectcontrolandcontrol
overhead. The uncontrolled curve follows the ideal curve for
low offered load; for higher load, it collapses to a very low
value of throughput and,possibly, t o a deadlock.
Clearly, controlsbuysafetyat
high offered loads at the
expenseofsomewhatreducedefficiency.
Thereduction in
efficiency is measured in terms ofhigherdelays
(for light
load)and
lower throughput(atsaturation).Furthermore,
experience
shows
that flow control procedures are quite
difficult to design and ironically, can themselves be the source
ofdeadlocks and degradations. In particular, when one controls flow, one places constraints on the flow. If one cannot
meet a constraint, then the
result is a deadlock. Or, if one is
slow inmeeting
theconstraint,the
result is athroughput
degradation.

E. Levels o f Flow Control
Flow control in a packet network can be best described as
a multilayered structure consistingof
several mechanisms
operating independently at different levels. Since flow control
levels are closely related to (and sometimesimbeddedin)
protocol levels, it is helpfulfor us to begin bybriefly reviewing the network protocol structure, pointing to the flow
control provisions existing at each level [ 171 . The flow control
level structure will then be definedfollowing theprotocol
structure model.
Fig. 8 depicts the typical protocol layer architecture
implemented in a packet network, using as a reference a
networkpathconnecting
user devices called DTE’s (data
terminatingequipment)throughanumber
ofintervening
communications switches called DCE’s (data communications
equipment). For the
user-to-network
(i.e., DTE-to-DCE)
interface, a standardset of protocol levels is now being defined
by IS0 and ANSI [9]. Fortheinternodeprotocolswithin
thecommunicationssubnetwork,there
is less emphasis on
standardization since differentnetworkmanufacturerstend
t o select different solutions to best exploittheirequipment
capabilities. In spite ofthesedifferences,
it is still possible
t o define a set of reference levels for internal network protocols which closely parallel the DTE-DCE interfaceprotocol
levels.

DTE: Data Terminating Equipment (e.g., Host. Terminall
DCE: Data Communications Equipment k g . . Swtching Processor1

Fig. 8.

Network protocol levels.

Startingfromthebottom
of theprotocolhierarchy, we
have the physicallevel whichhas the function ofactivating
and deactivating the electrical connection between the nodes.
No flow control functions are assigned t o this level.
Above the physical level, we have the link level which
serves . t h e purpose of transporting packets reliably across
individual physical links. One of the functions of this protocol is related to flow control, and consists of retransmitting
packets that are dropped because of congestion atthe receiving node. In someprotocols,a
congested receiver may
stop the sender by using appropriate commands (e.g., RNR:
receiver not ready, in HDLC and SDLC; or, XOFF inasynchronous terminal connections), As mentioned before, we find
twodifferenttypes
oflinks
in thenetwork:theinternal
(or node-to-node) link andthenetwork
access link. Correspondingly, we have (at the same level in theprotocol
hierarchy)twotypes
of linkprotocol:the
network access
protocol andthe node-to-node protocol. Typicalexamples
of
link
protocol
implementation
are HDLC, SDLC, and
X.25 level 2 (which is a subset of HDLC).
Above the link level, we have the packet level protocol,
which defines the procedures for establishing end-to-end user
connectionsthroughthenetwork,and
specifies theformat
of thecontrolinformation
used toroute packets to their
destinations. Two different versions of packet protocol exist:
the virtual circuit protocol and the datagram protocol.
When the virtualcircuit (VC) implementation is used, a
“virtual”circuit connection must be set up between a pair
of users (or processes) wishing tocommunicate witheach
other before thedata transfercan be started. Theestablishment ofthiscircuitimplies
dedicationof resources of one
form or another along thenetworkpath.A
typicalvirtual
circuit implementation, used in Transpac [7], assigns a fixed
path to each connectionatsetuptime.A
virtualcircuit ID
number,stamped in the packet header, uniquelyidentifies
the packetsbelonging to a connection, and is used to route
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packets tothedestination
using routing mapsimplemented
TRANSPORT LEVEL
*
c
at each intermediate node at setup time. From the flow
control point of view, the VC protocol has the distinguishing
feature of permitting selective flow control on each individual
ENTRY TO EXIT LEVEL
user connection. This selective flow control can be applied at
theinternode level as well as atthe.network access level.
Since afixed path is maintained for the entire
user session,
the selective flow control can also be extendedfromentry
to exit switch andif so desired, even from entry to exitDTE.
As opposedtothe
virtualcircuit
implementation,the
datagram implementation does not require any circuitsetup beforetransmission.
Each packet is independentlysubFig. 9. Flow control levels.
mitted to the network, and explicitly carries in its header all
the information required for its delivery to destination [34].
Selective flow control, on a connection by connection basis, single flow control mechanism to combine two or more levels
is not available in the datagram implementation since the of flow control. On the othei hand, it is possible that one- or
packet header does not contain specific connection informa- more levels of flow control may be missing in the network
tion (it merely posts source and destination DTE addresses).
implementation.Thematrix
in Fig. 10 provides asynopsis
Above thepacketprotocol,
we find (within thesubnet
ofthe
main networkimplementationsand
flow control
only) the entry-to-exit (ETE) protocol. The objective of this schemes that will be surveyedinthispaper.
It is seen that
protocol is the reliable transportof single andmultipacket
some of the schemes cover more than onelevel.
messages from network entry to network exit node. Important
functions of this protocol whicharerelated to flow control F. Perfomance Measures
are the reassembly of multipacket messages at the exit node
We wish to define a quantitative measure of flow control
and the regulation of input traffic using buffer allocation and performance for various reasons. First, we wish to be able to
windowing techniques. Some networkimplementationsdo
“tune” the parameters of a given flow control scheme so as
not have the ETE level ofprotocol. In this case, theETE
to optimize a well defined performance criterion. Second, we
functions are relegated to higher level protocols.
wish to carefully weigh performancebenefits
against overThe highest level of networkprotocol whichhas impact head introduced by flow control. Third, we are interested in
on flow control is the transport protocol. This protocol comparing the performance of alternative
flow
control
provides for the reliable delivery of packets on the “Virtual” schemes in quantitative terms.
connectionbetweentworemote
processes. One of the flow
Throughputefficiency (where throughput is expressedin
controlrelatedfunctionsof
this protocol is theprotection
packets/s) is probablythe most common measure of flow
of destination buffers. The goal is to regulate the flow so as controlperformance.Total effective throughput (sum of all
to makethe most efficient use of network resources, while the individual contributions) is evaluated as a function of
avoiding buffer overflow atthedestination.
“Window” and offered load.This
representation is particularly useful to
“credit” schemes are generally used for this purpose.
determine the critical load in an uncontrolled system and to
The above network protocol review has identified various assess the throughput efficiency of a controllednetworkat
flow controlfunctionsand
capabilitiesbuilt intodifferent
heavy load.
levels of protocols, and has brought to our attention the fact
Anothercommon
measure is the combineddelay
and
that each protocol level hasitsowndistinct
flow control throughput perfomance. The delay-throughput profile allows
responsibilities. It is now clear that the classification into the us to determine the delay overhead introduced by the controls
fourtypes
of flow control procedures mentioned earlier (which thethroughput
versus offered load curve did not
parallels the classification of network protocols. Recall that display). In general, it givesus a morecomplete picture of
there is:
system performancethan
does throughput behavior alone.
1) hop (or node-to-node)level (Section 11),
In fact, asystem may be designed to deliver high through2) network access level (Section III),
putat
heavy load,andyetit
mayexperience
intolerable
3) entry-to-exit level (Section IV), and
delays at light load.
4) transport level (Section V).
Amore
compact measure of combinedthroughputand
The diagram in Fig. 9 illustrates these levels of flow control delayperformance
is offered by theconceptof
“power”
for a typical network path. A comparison with Fig. 8 reveals [ 131 , [24] . The simplest definition of power is the ratio of
the close relationship between flow controlandprotocol
throughput over delay;it is, therefore, a functionofthe
level structures.
offered load. In fact,it defines the“knee” of thethroughUnfortunately, the true systembehavior is farmore com- put-delay profile as that point where power is maximized, and
plex thanour
models and classifications attempt (or can as shownin Fig. 11 thiskneeoccurswherea
ray out of the
afford) to portray. Therefore, actual networks may not always origin is tangent to the performanceprofile
[24]. A very
mechanize all of the above four levels of flow controlwith
nice characterization of thismaximumpower
point is such
distinct procedures.It is quite possible, forexample,for
a thatit occurs when the average bufferoccupancy at each
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Classification of actual flow control implementations.

is effi,cientlV exploited in several networkimplementations
(as soon described).
Store-and-forward
congestion
has
two unpleasant coilsequences: throughput degradation and deadlocks. These
conditions were describedin Sections 11-A and 11-C, respectively. In the remainder of this section,we survey and compare
anumberofhop
level flow controlprocedures, specifically
designed to eliminate these problems.

B, Classification of Hop Level Control Schemes
Thehop level flow control scheme can play the role of
arbitrator between various classes of traffic competing for a
common buffer pool in each node. A fundamental distinction
between different flow control schemes is based on the way
the traffic entering a nodeis subdivided into classes.
One familyof
hop flow control schemes distinguishes
incomingpackets based ontheoutputqueuethey
must be
placed into.Thus,thenumber
of classes is equal to the
number of the output queues; the flow control scheme supervises the allocation of store-and-forward buffers to the output
THROUGHPUT y
queues. Some limit(fixed or dynamicallyadjustable) is defined for each queue; packets beyond this limit are discarded.
Fig. 11. Delay,throughput,andpower.
Hence, thename channel queuelimit schemes is generally
given to such mechanisms (see Section 111-C).
intermediate node on the path is unity. In [25], it was shown
Anotherimportant family of hop flow control schemes
that blocking due to loss systems could easily be included in distinguishes incomingpackets
based onthe“hopcount”
a more general definition of power (by multiplying the simple (i.e., thenumber
of network links thatthey have so far
definition by one minus the blocking probability); this leads traversed). This implies that each node keeps track of N - 1
t o system designs whose optimumoperatingpoint
is easily classes of traffic, where N - 1 = number of different hop counts,
found andwhich
correspondstotheoperatingpointone
and N = the number of nodes in the network (note that if
wouldintuitivelychoose.
Much more general definitionsof
loopless routing is assumed, nonetworkpath
canexceed
power are also studied in [25].
N - 1 loops inlength), and allocatesa (fixed or adjustable) numIn some important cases, power is maximized for a value ber of buffers to each
class. We will refer t o this familyof
of offered load which is approxjmately half of the saturation
schemes as buffer class schemes (see Section 111-D).
load [24].Themaximum’ power value reflects both delay
A third family distinguishes packets based onthe virtual
performance (atlight load) and throughput performance (at
circuit (Le., end-to-end’session) they belong to. This type of
heavy load) and therefore, represents a good figure o f merit scheme requires, of course, a virtual circuit network architecof the flow control implementation.
ture;it
assumes that each node can distinguish incoming
packets based on the virtual circuit they belong to and keep
track of a number of classes equal to the number of virtual
111. HOP LEVEL FLOW CONTROL
circuits thatcurrently traverse it. Note thatthenumber of
classes varies here with time (since virtual circuits are dynamA . Objective
ically created and realeased), as distinct from the previously
The objective of hop level flow control is t o prevent store- mentioned schemes where the number of classes is merely a
and-forward buffer congestion and its consequences, namely, function of the topology. Upon creation, a
virtualcircuit is
throughput degradation and deadlocks. Hop level flow control allocated a set of buffers(fixed or variable) ‘at each node.
operates in a local, “myopic” way in that it monitors local When this set is used up, no further traffic is accepted from
queues and buffer occupancies at each node and rejects store- that virtual circuit. We will refer to this family of schemes as
and-forward(S/F)traffic
arriving atthenode
whensome
virtual circuit hop level schemes (see Section 111-E).
predefined
thresholds
(e.g., maximum
queue
limits)
are
Many other traffic subdivisions are possible:, for example,
exceeded. The functionof checking bufferthresholdsand
a traffic class may be associated with each traffic source; with
discarding(and
laterretransmitting) packets onanetwork
each traffic
destination;
or with
each
source-destination
link is often carried out by the data link control protocol.
node pair. Indeed, theseare all legitimate and, in many reThis localityof thecontrol does notpreclude,however,
spects, well justifiedchoices
for alink level flow control
restrict ourstudy to thethree
possible end-to-end repercussionsof hop level flow control scheme. However, wewill
duetothe
“backpressure” effect [i.e., the propagation of schemes justmentioned, since these are the onlyschemes
buffer threshold conditions from the congested node upstream which have been extensively analyzed in the published literatothetrafficsource(s)].
In fact,the backpressure property ture and implemented in real networks.
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Apart from traffic class distinctions,another parameter in the switch. Therefore, traffic can now flow freely from A to
that is often used to characterize and classify hop flow control A ’ , and the throughput degradation effect is removed. Simischemes is the degree of dynamicsharing of thestore-and- larly, the deadlock condition depicted in Figs. 6 and 7 cannot
forward buffers. Here, several possibilities exist, namely:
occur since thebuffers
in nodeAcannot
be taken over
1)fixed,uniform
partitioning of buffersamong
buffer completelyby
the channel (A, B ) queue.Therefore, some
classes (no sharing);
buffers in A will always be available to receive packets from
2) buffer partitioning proportional to traffic in each class node B.
Someform or another of CQL flow control is found in
(no sharing);
every network implementation. The ARPANET IMP (interface
3) overselling (i.e., the sum of the bufferlimits, one for
message processor) has a sharedbufferpool
with minimum
each class, is larger than the total bufferpool); and
for each queue, as shown in
4) dynamic adjustment of buffer limits based on relative allocationandmaximumlimit
Fig. 12 [30] . Of the total buffer pool (typically, 40 buffers),
traffic fluctuations.
The following
sections
discuss each hop flow control two buffers forinput and one buffer foroutput are permanently allocated to each internode channel.
Similarly,
class in more detail.
ten buffers are permanentlydedicated to the reassembly of
messages directed tothe hosts. The remaining buffers are
C. Channel Queue Limit Flow Control
shared amongoutput queues andthe reassembly function,
In the channel queue limit (CQL) scheme,thetraffic
with
the
following
restrictions:
reassembly buffers <20,
classes correspondtothe
channel output queues, andthere
output queue <8, the total store-and-forward buffers <20.
are restrictions on the number of buffers each class can seize.
Next we proceed tothe evaluation andcomparison of
We maydefine the following versions oftheCQL
scheme CQL implementations, andbriefly
review the main results
POI.
available in the published literature [ 181 , [20] . We first report
I ) CompletePartitioning (CP)-Letting N = number of on some throughput degradation conditions observed in
output queues, and n j = number of packets on the ith queue absence of flow control. Fig. 13 from [ 181 shows throughand B = buffer size, we have the following constraint:
put performance as a function of link load for a
variety of
buffer
control
policies. The curve labeled “unrestricted
B
sharing” correspondstoa system without flow control. We
O<ni <-,
Vi.
N
notice that, for increasing input load, the throughput of the
uncontrolled system reaches a peak and then degrades asymp
2)Sharing with
Maximum
Queues
(SMXQ)-Let b,,,
totically tounity.
This behavior confirms thethroughput
be the maximum queue size allowed (where, b,,, >B/N);we degradation predictions made in Section 11.
have the following constraints:
Throughput degradation is easily corrected with the introduction of CQLflow control, as shownby the remaining
O<ni<b,,,,
Vi
curves in Fig. 13.The“no
sharing”system (i.e., complete
partitioning of the buffer
pool among the outgoing queues)
ni<B.
is, as expected,themost
conservative andthroughputwise
i
least
efficient
scheme.
The best
scheme
is the“optimal
sharing”
scheme,
which
corresponds
to
optimally
reselecting
3) Sharing with Minimum Allocation (SMA)-Let b,i, be
a
new
buffer
limit
for
each
level
of
traffic
(i.e.,
dynamic
theminimumbuffer
allocationwhich is guaranteed to each
SMXQ).
A
heuristic
approximation
of
the
optimal
scheme
is
queue (typically, b,i, < B/N). The constraint then becomes
offered by the “square root scheme,” a load invariant scheme
with fixed buffer limit =BIN, where B = totalnumber of
max (0, n i - b m i n ) < B--Nb,i,.
buffers and N = number of output channels. The square root
I
scheme is simpler toimplementthantheoptimal
scheme
4 ) Sharing with
Minimum
Allocation
and
Maximum since it does not depend on traffic load and, therefore, does
limit values as
Queue-This scheme combines 2) and 3) in that it provides for not require thereoptimizationofthebuffer
a
function
of
traffic
pattern
changes,
and
yet,
it
was shown t o
a minimum buffer guarantee and a maximum buffer allocation
be
practically
as
efficient
as
the
optimal
sharing
for a number
for each queue at thesame time.
of cases [ 181 .
The above options assume that the buffer limit parameters
are fixed in time and are the same for all queues. Additional
Kamoun[20] used a similar switchmodel to investigate
flexibility may be introduced in theseschemes by allowing the sharing with minimumallocation
(SMA) scheme. The
the buffer parameters to change dynamically in time and from results, obtained in a balanced loadenvironment,show
no
queue to queuebased on traffic fluctuations.
substantial difference
between
SMXQ and SMA; in fact,
Having definedanumber
of CQL flowcontroloptions,
neither scheme is consistently better over theentire range
we now proceed to show that this form of flow control can of offered loads. We conjecture, however, that with strongly
eliminate the performancedegradation anddeadlockeffects
unbalanced traffic SMA would exhibit better “fairness” since
mentioned in Section 11. Referringfirst to Fig. 2, we note SMA guaranteesminimum throughput(withlow delay) for
that in the presence of CQL flow control, the traffic compo- each output channel even when the shared portionofthe
nent (B, B’) will no longer be permitted to seize all the buffers buffer pool is captured by a few heavily loaded queues.
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Buffer allocation in Arpanet IMP (1972 version).
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COMPLETE PARTITIONING
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Fig. 13. Single
switch
buffer
and
allocation
model.
Throughput
versus load behavior for various buffer management schemes (unbalanced load pattern).

Summarizingvariouspublishedresults,
we may state that
CQLflow control is necessary to avoid throughput degradation, unfairness, and direct store-and-forward deadlocks.
Furthermore, it seems that almost any form of CQLimplementation will provide the minimumrequired
protection.
The safest scheme (for fairness reasons) seems to be the
combination of SMXQ and SMA, which imposes a maximum
and minimum limit on each queue (incidentally, this was the
scheme used in ARPANET).

D. Structured BufferPool (SBP) Flow Control
We have shown in the previous section that CQLflow
control eliminatesdirect store-and-forward deadlocks. However, there is another, more general form of deadlock which
can arise in packet networks,namely,
indirect store-andforwarddeadlocks [19]. Fig. 14 illustrates a typical indirect

56 1
store-and-forward deadlocksituation. Suppose that unfavorable traffic conditions in the ring topology shown in Fig. 1 4
cause .each queueto be filled with Q,,
packets, where
Q,,
is the limit imposed by the CQL strategy. Furthermore,
assume that the packets at each node are directed to a node
two or Gbrehops away (e.g.,all
packetsqueued onlink
(A, B ) are directed to C). In these conditions, no traffic can
move in the network since all the queues are full. Thus, we
have a deadlock evenif the network is equipped with CQL
flow control (which is knownto preventdirect store-andforward deadlocks)!
Prevention of indirect
store-and-forward
deadlocks
is
obtained with the “structured buffer pool” strategy proposed
byRaubold et al. [37]. In this strategy, packets arriving at
each node are divided into classes according to the number
of hops they have covered. For example, packets entering a
node from the host belong to class 0 of.that node, since they
have not yet covered any hops. The highest class Hmaxcorresponds to packets that have traversed H,,,
hops, where
H,,, is the maximum path length in the network (a function
of the topology andtherouting
algorithm).The
highest
class H,,,
also includes all the packets that have reached
their destinationsandare
therefore being reassembled into
messages before delivery tothe
hosts. The nodal buffer
organization reflects this class structure as shown in Fig. 15.
Each packet class has the right to use a well-defined set of
buffers. Class 0 can access only the buffers available in set 0.
Buffer set 0 is large enough to store the largest size message
enteringthenetwork.
Class i + 1 can use all the buffers
available to class i, plus oneadditionalbuffer. Finally, class
Hmaxcan access all thebuffers available to class Hmax-l,
plus a number of buffers sufficient to reassemble the largest
message to be delivered to any destination (this provision is
necessary, although
not
sufficient,
to
avoid “reassembly
deadlocks,” as will be shown in Section IV).
Under normal traffic conditions,only set 0 buffers are
used. When the load increases beyond nominal levels, buffers
fill up progressively from level 0 to level H,,,.
When at a
given nodethe buffers at levels
are full, arriving packets
which have covered <i hops are discarded. Thus, in case of
congestion,“junior”
packets are dropped in theattempt
to carry“senior”packets
to theirdestination. This is a desirable property, since seniorpackets correspond to a higher
network resource investment.
It can easily be shown that thisstrategyeliminatesdeadlocks of boththe direct and indirect type [37]. To prove
this, we consider the “resourcegraph”
[3] associated with
the packetswitch
network. In thisgraph, there is an arc
associated with each packet in the network. The arc originates
from the buffer currently occupied by the packet and terminates in the (currently unavailable, but awaited) buffer in the
next node on the path. A deadlock occurs if and only if there
is a cycle in the graph, i.e., there is a chain of arcs which
startsfrom one buffer,andterminatesatthe
same buffer.
The existence of cycles can easily be recognized in the deadlock situations depictedin Figs. 6 and 14.
With thestructured buffer pool, however, no cycle can
occur in the resource graph since each arc starts from a buffer
of class i and points to a buffer
of class i + 1 (recall that a
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packet gains seniorityat
each hop; an illustration ofthis
property is shown in Fig. 16. Thus, both direct and indirect
store-and-forward deadlocksare prevented.
The SBP method was developedby the GMD group in
Darmstadt,Germany,forimplementation
in GMDNET, an
experimental packet switch iletwork [37]. Before implementation, an extensive simulation effort was carried out to verify
and evaluate theperformanceof
all thenetworkprotocols,
and of the SBP procedure in particular [13]. Early simulation
resultsshowed thattheproposed
flow control scheme was
effective in eliminating deadlocks,but
was not successful
inpreventing throughput degradation when the offered load
exceeded the critical threshold (some SBP simulation experiments with typical packet switch network topologies showed
thatthethroughput
in heavy loadconditions was fourto
five times lower than the maximum throughput).

To correct the loss of throughput efficiency under heavy
loads, additional constraints were imposed on the number of
buffers that each traffic class could seize. The most dramatic:
improvement was obtained by limiting the number of class 0
buffersthat couid be seized by input packets (i.e., packets
entering the network from external
sources). In the absence
of this constraint, input packets had the tendency to monopolize all class 0 buffers, leaving only a “thin” buffer layer for
thetransittrafficto
circulate. Thecontrol of inputtraffic,
known as “input flow control” in GMDNET is aform of
network access flow controland
will be discussed more
extensively in Section V.
Additional improvements in the SBP scheme were obtained
in the case of datagram networks, by setting a specific buffer
size constraint L(i) on each class i [13]. (In otherwords,
instead of having a nested bufferpoolin which class i can
access all buffers available to class i - 1, plus onebuffer,
adifferentconstraint
is setoneach
class). The constraint
L(i) was dynamically adjusted to adapt to therelative demands
of the various classes. It is interesting to note that the deadlock prevention property is not affected by dynamic changes
in buffer class size (as long as at least one buffer is dedicated
t o each class at all times).

E. Virtual Circuit (Hop Level) Flow Control
We recall that packetswitch networks can be subdivided
into two broad classes: datagram (DG) networksand virtual
circuit (VC) networks. In DG networks, each packet in a user
session is carried through the network independently of the
other packets in the same session; that is, packets in the same
session may follow different routes, and may be delivered out
of sequence tothedestination. In VC networks,a physical
network path is set up for each user session and is released
when the session is terminated. Packetsfollow the preestablished path in sequence.Sequencingand
errorcontrol are
provided at each step along the path.
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The previously mentioned flow control schemes, namely
Tymnet is probably the earliest VC network developed
CQLand SBP, areapplicable toboth DG and VC nets. In [39]. As distinctfrom most VC networks,Tymnet uses a
addition, VC netspermitthe
application of selective flow’ “composite”packet
internodeprotocol.
This means that
control toeach individual VC stream (VC flowcontrol).data
fromdifferent VC’s traveling onthe same trunk can be
There
are
two
forms
of
VC flow control:
packed in the same envelope, for
the
purpose link
of
over1) hop level (or stepwise) VC flow control, whichcontrolshead
reduction.Tymnet is acharacter-orientednetwork in
VC flow at each hop along the path, and is designed to,avoid the Sense that data flows on the virtual circuit in the form of
S/F congestion;
buffer
characters,
and
than
rather
packets (i.e., characters are assembled
2) source-sink (orend-to-end) VC flow control, whose into packets attheentrynode,and
are then disassembled at
functionit.is‘to adjustsource rate to sinkrate SO as to maxi- theexit
node).The character-orientednature of Tymnet
mize VC throughput,yet avoiding sinkbuffer congestion.
,- implies that VC-HL buffer allocation is based on character
In thissection wewill mainlydealwith
VC hop level.“ (rather thanpacket)counts.
(VC-HL) flow control; we discuss end-to-end VC flow control “*’ In Tymnet [39], a throughput limit is computed for each
in more detail in Section IV.
VC atsetuptime
according to terminal speed,and is enThe basic principle ofoperationofthe
VC-HL scheme forced all along thenetworkpath.Throughputcontrol
is
consists ofsettinga
limit M on the maximum numberof
obtained by assigning a maximumbufferlimit(per
VC) at
packets for each VC stream that can be in transitat each each, .intermediate node and by controlling the issue of transintermediatenode.The
limit M may be fixed at VC setup mission permits fromnodetonode
based on thecurrent
time, or may be dynamically adjusted, based on load fluctua- buffer allocation. Periodically (every half second), each node
tions. The buffer limit M is enforced at each hop by the VC- sends a backpressurevector to its neighbors, containing one
HL
protocol,
which regulates the issue of transmission bit for each virtual circuit that traverses it. If the number of
“permits” and discards packets based on buffer occupancy.
currentlybuffered
charactersfor
a given VC exceeds the
The advantage of VC-HL (over CQL and SBP) is to provide maximum allocation (e.g., for low speed terminals-10 to 30
cps-the allocation is 32characters), the backpressurebit is
amore efficient andprompt recovery from congestionby
set to zero; otherwise the bit is set to one. On the transmitting
selectively slowing downthe VC’s directlyfeeding intothe
side, each VC is associated with a counter which is initialized
congestedarea. By virtue of backpressure, thecontrolthen
to the maximum buffer limit and is decremented by one for
propagates to all the sources that are contributingtothe
congestion,and reduces(or stops)theirinputs,
leaving the each character transmitted. Transmission stops on a particular
other trafficsources undisturbed. Without VC-HL flow control, VC when the corresponding counter is reduced to zero. Upon
reception of a backpressure bit = 1, the counter is reset to
the congestion would spread gradually
to a larger portion of
the network, blocking traffic sources that were not directly its initial value and transmission can resume.
responsible for the original congestion, and causing unnecesThe effect of backpressure froman individual hop back
sary throughput degradation and unfairness.
along the VC in Tymnet constitutes a good example of the
As in the case of CQL and SBP schemes,various buffer “hybrid”characterofmany
practical flow control implesharing policies can be proposed. At one extreme, M buffers mentations, since we see here amixtureofhop
level and
can be dedicated to each VC at setup time; at the other ex- transport level flow control. This was pointed out earlier in
treme, buffers may be allocated, on demand, from a common connectionwith Fig. 10,and we shall encounterotherexpool (complete sharing). It is easily seen that buffer dedication amples as we proceed.
can lead toextraordinary storageoverhead, since there is,
Transpac, theFrench public datanetwork, is a VC netgenerally, no practical upper bound on the number of
VC’s work which uses X.25 as an internode protocol [42]. One of
that can simultaneously exist in a network; furthermore, the
the distinguishing features of Transpac is the use of the
traffic on each VC is generally bursty, leading to low utiliza- throughput class concept in X.25 for internal flow and contion of the reserved buffers. For thesereasons, most of the
gestion control. Each VCcall request carries athroughput
class declarationwhichcorresponds
tothe
maximum (inimplementations employ dynamic buffersharing.
user will ever attemptto
The shared versus dedicatedbuffer
policy also has an stantaneous)dataratethatthe
impact on the deadlock prevention properties of the VC-HL present to that VC. Each node keeps track of the aggregate
scheme. With buffer dedication, the VC-HL scheme becomes declared throughput (whichrepresents the worst case situasame time,monitors
actual throughput
deadlock free. This can easily be deduced by considering the tion),andatthe
resource graph and recognizing that the graph cannot contain (typically, much lower thanthe declared throughput)and
actual to
loops, since virtual
circuits
are loopless
by
construction. average buffer utilization. Based on theratioof
(For deadlock freedom, it
actuallysuffices that at least one declared throughput, the nodemay decide to ouerselZ capacity,
i.e., it will attemptto carry a declared throughput volume
buffer be reserved for eachvirtualcircuit).
If, on the other
Clearly, overselling implies that
hand, no bufferreservations are made and buffers are allocated higher thantrunkcapacity.
strictlyondemand,
deadlocksmay occur unless additional input rates may temporarily exceed trunk capacities, so that
thenetwork
must be prepared to exercise flow control.
protection (e.g., the SBP scheme) is implemented.
In the following, we briefly describe three different versions Packetbuffers are dynamicallyallocated to VC’s based on
of VC-HL flow controlimplemented inexisting networks, demand (complete sharing), but thresholdsare set on individual
and report on some performance results.
VC allocationsas well as on overall buffer poolutilization.
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NODE 1
NODE 2
NODE 3
bOST 1
Ofparticular
interest is theimpactof
overall buffer pool
thresholds on VC-HL. Threethreshold
levels [So,S1, and
A,
A, A-,
SZ (where SO < S1 < S,)] are defined and are used in the
following way:
Fig. 17. Reassembly buffer deadlock.
1) S o : do not acceptnew VC call requests;
2) SI : slow down the flow on current VC’s (bydelaying
the return of ACK’s at the VC level); and
HOST 2
NODE 1
NODE 2
NODE 3
nos1 1
3) Sz : selectively disconnect existing VC’s.
The threshold levels So, SI, and S2 are dynamically
evaluated as afunction
of declared throughput, measured
Fig. 18. Resequencedeadlock.
throughput and current buffer utilization.
Another example of a VC network is offered by GMDNET
[13]. As we mentionedbefore, GMDNET applies SBP flow
17, where three store-and-forward nodes (node 1, node 2, and
control. In addition,it applies I-control (individual control) node 3, respectively) relay trafficdirected to host 1. In the
on each virtual circuit. I-control consists of two components:
situationdepicted
in Fig. 17, three multipacket messages
end-to-end flow control and hop level flow control.End-toA , B, and C are in transit towardshost1. Without loss of
end and hop level flow control are implemented using variable generality we assume that the message size is +I
packets and
size windows PULE and PULL, respectively (PUL = packet
that 4 buffers are dedicated to messages being assembled at
underway limit). The window is defined as the maximum
a node; furthermore, a channel queue limit Q,,,
= 4 is set
number of packets that a sender is allowed to transmit before on each trunkqueue,forhop
level flow control. We note
receiving an ACK, or permit [ 5 ] . The windows PULE and from Figure 17that message A (whichhas siezed all four
PULL are dynamically adjusted based on sink congestion and
reassembly buffers atnode
3) cannot be delivered tothe
intermediatenodecongestion, respectively; their values may host since packet A , is missing. Packet A z , ontheother
vary within predefined ranges (1 < PULE < WE; 1 < PULL < hand,cannot
be forwarded to node 2 since thequeueat
W L ) [37] , [13] . Thebufferpool
is completely shareable, node 2 is full. Thenode 2 queue, in turn,cannot advance
without specific reservations for individual VC’s.
until reassembly spacebecomes available in node 3 for B
Simulation results on the performance of theI-control
or C messages. Deadlock!
scheme lead to the following important conclusions.
A very similar order of events leads to resequencedead1) I-control alone cannot prevent throughput degradation, locks as shownin Fig. 18. Assume that a sequence of single
unfairness, and deadlocks.Experimentalresultsclearlyshow
packet messages A , B,
K originating from
host
2 and
that an I-controlled network without SBP becomes deadlocked directed to host 1 is traveling through a three-node network.
immediately after the applied load exceeds the critical value If messages must be delivered insequence, messages B, C,
(thisconfirms our prediction that VC flow control without
D, E in node3cannot be transmitted, to host 1 until messpecific buffer reservations for individual VC’s cannot prevent sage A is received at node 3. However, duetostore-anddeadlocks).
forward buffer unavailability in node 2, message A cannot
2
)The end-to-end component of I-control is very effective reach node 3. Deadlock!
in preventing network congestion in the case of source rates
Variousschemes can be used to preventthese types of
exceeding sink rates. Without
I-control (i.e., the SBP control deadlocks. In the ARPANET, for example, reassembly deadalone), a five-fold throughput degradation was observed in a locks are avoided by requiring a reassembly buffer reservation
typical network experiment.
for each multipacket message entering the network;resequence
deadlocks are avoided by discarding out-of-sequence messages
atthedestination.Othernetworks
(e.g., Telenet) have sufIV. ENTRY-TO-EXIT FLOW CONTROL
ficientnodalstorage
to permit out-of-sequence messages to
The main objective of the entry-to-exit (ETE) flow control be acceptedatadestinationnodewiththeunderstanding
is to prevent buffer congestion at the exit node due to the
that these may be discarded later if storage congestion occurs;
fact that remote sourcesaresending trafficata higherrate
again, the existence of a source copy saves theday. These
than can be accepted by the hosts (or terminals) fed by the and other schemes are discussed in more detail in the following
exit node. The
cause of the bottleneck could be either the
sections.
overload ofthe local lines connectingtheexitnodetothe
While the main objective of ETE controls is toprotect
hosts, or the slow acceptance rate of the hosts. The problem theexitnodefrom
congestion, an importantbyproduct is
of congestionprevention
attheexitnode
becomesmore
the prevention of global (i.e., internal) congestion.Virtually
complex whenthis node must also reassemble packets into all ETE controls are based on a windowscheme that allows
only up to W sequential messages to be outstanding in the
messages, and/or resequence messages before delivery to the
host. In fact, reassembly and resequence deadlocks may occur, networkbefore an end-to-end ACKis received. If thenetwhich require special prevention measures.
work becomescongested(this
may occur independentlyof
node
congestion), messages and ACK’s incur
In order to understand how
reassembly deadlocks can be destination
generated,let us cortsider the networkpathshown
in Fig. high end-to-end delays. These delays, combinedwiththe
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restriction on the total
number of outstanding messages, ef- after an explicit buffer reservationhasbeen obtained. Some
fectively contribute to reduce the input rate of new packets pitfalls inherent in such schemes are described in [23].
into the network.
Several varieties ofETE flow control schemes have been B. SNA Virtual Route Pacing Scheme
proposed and implemented. We first describe four representaTh@BM systems network architecture (SNA) is an architive examples,and then briefly review someanalytical and
simulation models for the performance evaluation and compar- tecture aimed at providing distributedcommunicationsand
distributed processing capabilities between IBM systems [ 151,
ison of such schemes.
[16] . SNA was first announced in 1974. Since then,the
original setoffunctions which supported single rootednetA . ARPANET RFNMandReassembly Scheme
works (i.e., single host) have been enhanced tosuppoft
networking.
ETE flow control in ARPANET is exercised on a hos&pair multiple-domain (i.e., multiple host)
In this
basis [30],[23].
Specifically, all messages traveling from paper, we refer to SNA release 4.2 [ 161 .
the same source host to the same destination host are carried
SNA devices can be subdivided into four main categories:
on the same logical “pipe.” Each pipe is individually flow host computers (e.g., system/370),communicationscontrolcontrolled by a window mechanism. An independent message lers (e.g., 3704and3705), terminalcluster controllers,and
number sequence is maintained foreach pipe. Numbersare
terminal devices (e.g., TTY’s, CRT’s, readers, and printers).
sequentially assigned to messages flowing onthe pipe, and Distributed communicationswith full routing, flow control,
are checked atthedestinationfor
sequencing andduplicate
and global addressing capabilities are provided only on storedetection purposes. Boththe
source andthedestination
and-forward networksinterconnectinghostcomputersand
keep a small window w (presently, w = 8) of currently valid communication controllers. These nodesare called subarea
message numbers. Messages arriving atthedestination
with nodes in SNA. Terminals and terminalclustercontrollers
out-of-range numbers are discarded. Messages arriving out of
are connectedinto this high level at these subarea nodes,
order are discarded since storing them (while waiting for the which provide the necessary boundary functions (e.g., global/
missing message) may lead to potential resequence deadlocks. local address conversion,etc.).Thus,
for purposes of this
Correctly received messages are acknowledged
with
short section, SNA can be viewed as the usual two-level network
ETE control messages called RFNM’s (ready fornext mes- architecture, withterminals and terminalclustercontrollers
sage). Upon receipt of an RFNM, the sending end of the pipe at the lower level, and hosts and communications controllers
advances its transmission window, accordingly.
at the higher level.
RFNM’s are also used forerrorcontrol.
If an RFNM is
SNA is essentially a virtual circuit network, in the sense
not received after a specified time out (presently about 30 s), that each user session is associated with a physical route at
the source IMP sends acontrol message tothedestination
session setup time.The routing policy is a static, multipath
inquiring about the possiblity of an incomplete transmission. policy whichmaintains upto eight distinctroutes between
This technique is necessary tokeep source anddestination
eachsource-destination pair in the high-level network (i.e.,
message numbers synchronized and also to request a retrans- between subarea nodes). These routes are called E R s (exmission from the hostin the case of message loss.
plicit routes), to distinguish them from V R s (virtual routes)
The window and message numbering mechanisms described definedbelow. ER’s are defined as an ordered sequence of
so far support ETE flow control, sequencing and error control network trunks, and are uniquely identified by ER numbers.
functions in the ARPANET. A separate mechanism, known as When a failure is detectedon an ERcurrently being used,
reassembly buffer allocation [30], is used to prevent reas- the next ER on the list is then “switched in.” One difficulty
semblydeadlocks. Each multipacket message must secure a here is that the list of E R s must be established by the netreassembly buffer allocation atthedestinationnode
-before work designer each time the network topology is changed.
transmission. This is accomplishedbysending
a reservation
Next, virtual routes (VRs) are defined between eachsourcemessage called aREQALL (request for allocation) tothe
destinationnode pair ofthe high level network.AVR
is
destinationand
waiting for an ALL (allocation) message essentially a virtual pipe which is constructed on top of
an
from
the
destination
before attempting transmission. To ER and is subject to flow control. Threesets of VR’s, each
reducedelay (and, therefore, increase throughput) of steady
with a different level of priority are maintained between each
multipacket message flowbetween the same source-destina- subarea node pair. Each set may consist of up to eight VR’s,
tion pair, ALL messages are automatically piggybacked on thus allowing forupto
24 VR’s betweeneach high level
RFNM’s, thus eliminating the reservationdelay for all mes- network node pair. Active VR’s are identified by VR numbers
sages after the first one. If a pending allocation at the source and are stored in lists at each node.
node is not claimed within a given time-out(250 ms), it is
At setup time, the entry node scans the VR list and assigns
returned to the destination with a “giveback” message. Single the user session to the first available virtual route of desired
packet messages are transmitted to their destinations without
priority. Several user sessions may be multiplexed onthe
buffer reservation. However, if upon arrival at the destination, same VR. In turn, several VR’s may be multiplexed on the
all the reassembly buffers are full, the single packet message same ER. Finally, several ER’s can be multiplexed on the
is discarded and a copy is retransmitted from the source IMP same trunk.
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The rationale forthedistinction
betweenvirtualroutes
and explicit routes (a uniqueSNA
featureamong all VC
networks, which typically associate a virtual route witha
fixed path) is to “...insulate the virtual route layer from the
physical configuration” [ 161. As a consequence, user packets
are driven throughthenetwork
using theER ID number,
while theVR ID number needs to be checked onlyat the
endpoints of thepath.
Thisfe3tureconsiderably
reduces
storage and processing overhead with respect to conventional
VC schemes,whichtypicallyrequire
large maps at each
intermediatenodetostoretheinformation
relative to all
virtual circuits traversing that node.
In the high-level network, flow control is appliedindependently to each VR from entry to exit node. This scheme,
known as V R pacing is actually a combination of ETE and
hop level flow control. It is based on a window mechanism,
in which theentrynodemust
request(and obtain) permission fromtheexitnode
before sending. a new group of k
packets, where k = window size. The destination may grant
(or delay) such permission depending on local buffer availability.The window size k varies from h to 3h, where h is
the path hop length. The
value of k is dynamically adjusted
not only by the exit node, but also by any intermediate node
along thepath
on the basis ofitsbuffer
availability [l] .
The fact that both the end node and the intermediate nodes
can “modulate” the window size k makes VR pacing a hybrid
ETE and hopflow control scheme.
In addition to VR-pacing control, which operates between
subarea nodes, the SNA architecture provides also for session
level pacing which,for terminals, extendsbeyond subarea
nodes and individually flow controls eachuser session between
terminalandhost - computer. Session pacing is discussed in
Section VI. ’

C. GMDIndividual Flow Control
In GMDNET, entry-to-exit flow control is exercisedindividually on each virtual circuit, hence the name of individual
flowcontrol
assigned tothe scheme [37]. We recall that
GMDNET is a VC network in which a fixed route is assigned
to each user session at session setup time.
The main purpose of entry-to-exit flow control inGMDNET
is to protect the exit node from overflow caused by low sink
rates. When the source host rate exceeds the sink host rate,
the flow control mechanismintervenes to slow down inputs
fromthe source hostintotheentrynode.
This is achieved
by maintainingawindow
ofoutstanding packets between
entry and exit node for each virtual circuit. The window must
be large enough to permit each virtualcircuit to efficiently
utilize the bandwidth available on the path. GMD simulation
experiments have shown that w = h + 1(where h = hop
length of thepath) is a satisfactory choice under nominal
loadconditions. Window size can be reduced if thesink is
slow in accepting packets. More precisely, whenfor a given
VC the queue waiting to be transferred from exit node to sink
reaches the value w , further arrivals to the exit node within
that VC are discarded and a negative ACK is returned to the
source node. Each negative ACK causes a window size reduction of 1 at the source node, until the minimum window size
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w = 1 is reached.Each positive ACK, ontheotherhand,
increases window size by 1,untilthe
maximumwindow
size w = h + 1 is reached. In thisway,window size is dynamically controlled in the range 1 to h + 1by positive and
negative acknowledgments [37].
In addition to the entry-to-exit flow control, each hop of
the virtual circuit is also independently flow controlled (see
Section 111). The two layers of flow control, entry-to-exit and
hop, are logically separated one from the other,
in that the
ETEwindow is controlled by exitbufferoccupancy, while
hop window is controlled by intermediate nodecongestion.
Packetswithin the same virtualcircuitmustbe
delivered
to the host in sequence, and in case of multipacket messages,
must be reassembled before delivery to the host. Fixed path
routingand link level sequencingimply that packets arrive
at their destination insequence.Thissequencing
property,
and the fact that a number of buffers sufficient to reassemble
the largest size packet is permanentlydedicated to traffic
leaving thenetwork, preclude the possibility of reassembly
deadlocks and eliminate the need for reassembly buffer
allocation schemes of the type implemented in
ARPANET.

D. Datapac Virtual Circuit Flow Control
The Canadian public data network, Datapac, implemented
withtheNorthern
Telecom SL-10 PacketSwitchingSystem
provides virtualcircuit
services using aninternaltransport
protocol built on top of a datagram subnetwork [28]. Flow
control is exercised fromentrytoexitnodeon
avirtual
circuit basis, although no physical path is actually assigned to
each virtual circuit, as was the case with SNA and GMDNET.
The absence of afixed path leads tosomecomplications
in the resequencing and loss recovery procedures, which will
soon be discussed.
In Datapac, avirtualcircuit is provided between the t w o
endpoints of each user session. The virtualcircuit is implemented as theconcatenation of threeprotocol segments:a
packet level X.25 protocol from the source device (i.e., data
terminatingequipment
or DTE) toentrynode
(i.e., data
communicationsequipment
or DCE), aninternalprotocol
from entry DCE to exit DCE, and a packet level X.25 protocol fromexitnode (DCE) to destination node (DTE). Each
one of these protocol segments is flow controlled by a window
mechanism. Of particular interest to us is the fact that window
controlson thesethreesegmentsare
synchronized so as to
provide ameans of matchingsourceDTEtransmission
rate
withdestination DTE acceptancerate. Window control synchronization is achieved by withholding the return of ACK’s
on a window if the downstream window is full.
As an example, let us assume that all windows are of size
w = 3, and that the window between entry and exit DCE is
full (Le., there are three outstanding packets). The next packet
arriving fromthe source DTE to the entry DCE will beaccepted (assuming buffer space is available), but will not be
immediately acknowledged; rather-, the ACKwill be withheld
until an ACK from the exit DCE is received, thus opening up
the downstream window [28].
Within the concatenated window mechanism the entry-toexit flow control serves the function of promptly
reflecting
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back to the source an exit segment congestion situation by
withholding ACK’s. Recall that in GMDNET theentry-toexit flow control provided a similar service by dynamically
adjusting the window with positive or negative ACK’s. In
Datapac, things are complicated, however, by the fact that the
window mechanism is used not only for flow control, but also
for sequencing, packet loss recovery, and duplicate detection.
These latterfunctions
are not requiredin
the GMDNET,
since sequencing is enforced there by the
fixed path routing
policy, and packet loss could occur only if a node along the
path failed,inwhich case the virtualcircuit would be automatically reinitialized.
The use of window ACK’s for loss recovery in Datapac
leads to the following problem. If the exit DCE does not returntotheentry
DCE an ACK for acorrectly received
packet (because theexit
segment is congested), theentry
DCE will retransmit the packet afteratime-out, under the
assumption that the packet was lost (or was dropped by the
exit DCE for lack of resequence space). If no ACK is received
aftera specified numberof retransmissions, theentry DCE
will clear the virtual circuit,. In order to minimize the generationof
duplicatepackets,
the value oftime-out must be
carefullyselected
as afunction of window size andother
network parameters.

E. Perfomance Models
The great majority of entry-to-exit flow control mechanisms are based on the window scheme, Critical parameters
in the window implementation are the size ofthewindow,
and if error and loss recovery are to be provided, the retransmission time-out interval. Several analyticand
simulation
models have been developed recently to investigate the impact
of theseparameters onthroughputand
delayperformance.
Thissection
briefly surveys some of the most significant
contributions in this area.
We start with the Kleinrock and Kermani model of a single
source-to-destination streamflow
controlled by a window
mechanism [26]. The network entry-to-exitdelay is simplified
as an M/M/l queue delay, and the round trip delay therefore
follows an Erlang-2 distribution. (This approximation is
supported by
simulation
experiments showing that more
accurate delayassumptions donot significantly change the
nature of the results.) Theexitnode has finite storage and
delivers packets to the destination host
on a finitecapacity
channel. Consequently, the exit node may occasionally overflow and drop packets. To provide for transmission integrity,
theentrynode
will retransmit an unacknowledgedpacket
afteratime-out
interval.Thissimplifiedwindowmodel
is
solved analytically, yielding the
optimal
(i.e., minimum
delay) window size and time-out interval for a given throughput requirement and destination bufferstorage size.
In a subsequent paper [22], the same authors propose an
adaptive policy (the“look-ahead” policy) forthedynamic
adjustment of window size to time-varying traffic rate. In the
proposed policy,the window size is dynamically controlled
by thequeue size attheexitnode.
Numerical results show
that the delay versus throughput performance of the adaptively controlled scheme is somewhat superior to the perform-
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ance of a scheme operated under static control, in which the
window is adjusted in accordancewith thetraffic volume.
These .results are very encouraging, and are consistent with
.experimentsondynamic window control carried
inode networks [ 1 ], [ 131 .
Themodels in [26],[22]approximatethenetwork
as a
single queueand therefore do not offer insight into the dependence of window size w on the number of intermediate
hops.This
issue is addressedby a simple multihop model
developed byKleinrock
in [24]. In thismodel
a packet
streamfrom
a single destination is transmitted across the
network on a k-hop network path. Infinite buffer storage, and
negligible error rates are assumed on each hop. Thestream
is flow controlled by a windowmechanism. In this model,
as the window size w increases, theend-to-end delay grows
without limit while thethroughputasymptotically
reaches
the path capacity.. In order to find a meaningful criterion for
theoptimizationof
w,theconcept of “power” as defined
inSection 11-F is used. We find that power is optimized by
w = k. This implies that, at optimum, there should be on the
average onepacket in eachintermediatequeue.
This result
agrees with out intuition that the “entry-to-exit
pipe should
be kept full (in fact, just full)” for satisfactory performance.
The general validity of this result is confirmedby actual
window implementations. In fact,the SNA pacing scheme
allows the window to dynamically vary from h to 3h, where
h = number of intermediatehops. Similarly, the GMD individual flow control scheme uses a maximumwindow of
h S 1.
The main limitationofthetwo
previous models is the
single source, single destination traffic
assumption
which
excludes interferenceata
given node by othertraffictraversing it. The model by Pennotti and Schwartz [32] includes
the effect of interference in an approximate fashion in that
it represents a virtual link situation in which end-to-end link
traffic flowing onamultihoppath
must competeat each
hop with external traffic. This is essentially a “one hop”
interference model in which some external traffic h is injected
into one node along the path and is transmitted to the next
node on thepath, where it then is removed fromthenetwork.The purpose of this study is to evaluate the possible
path congestion caused by an increase in the virtual link
rate ho, both with and without
flow control. Congestion is
defined as the relative average increase intime delay experienced by external users due to an increase in ho, taking
X0 = 0 as a reference.
Withoutflow
control, congestion
rapidly grows to infinity even for moderate values of Ao. By
introducing end-to-end window control which limits to w the
number of packets outstandingonthe
virtual link atany
one time, congestion can be boundedfor any value of ho.
The value of theupperbound varies with w,and decreases
for decreasing w,as expected.
As an alternative to window flow control, hop flow control
was also implemented in thePennottiand
Schwartzmodel
by setting a limit on the number of link packets that would
be storedat each intermediate node [32]. This scheme exhibited essentially the same performance as the window
scheme. The above experiments show that flow control
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(eitherwindow or hop) can be used effectively to maintain number of buffers available in the entire network), or selective
fairness in a multiuser environment withconflictingrequire(e.g., congestion of the path(s) leading to a given destination).
ments; that is, by adjusting the window parameter w ,one can The congestion condition is determined at (or is reported to)
balance the relative user throughputs as desired.
the network access points and is used to regulate the access
The previously mentioned modelofferssome insight into of external traffic into the network.
multiuserflow control,but suffers fromthe limitation that
NA fiow control differs fromLLand ETEflow control
onlyone virtualcircuit can be flow controlledatatime,
in that it throttles external traffic
to prevent overall internal
the remaining trafficcomponents being keptconstant.To
buffercongestion, while LL flow control limits access to a
remove this limitation, a number of multiple source, multiple specific store-and-forwardnodeto
prevent local congestion
destination models with selectively controlled user pairs have and store-and-forward deadlocks, and ETE flow control
beendeveloped.Thesemodelscombine
ETE flow control limits the flowbetween a specific source-destination pair to
withnetwork
access flow control,and
therefore may be prevent congestion andreassembly bufferdeadlocks at’ the
regarded as hybrid models. Wong and Unsoy analyze a simple destination. As we mentioned earlier, however,’ both LL and
5-nodenetworkto
whichindividual
entry-to-exit window ETE schemes indirectly provide some form of NA flow control
control as well as isarithmic control are applied [41].The
by reporting an internal network congestion condition back
isarithmic scheme is anetwork access flow control scheme tothe access pointeither via the backpressuremechanism
which controlsthetotalnumberof
packets allowed in the (LL scheme), or via the creditslowdown caused by large
entirenetwork (see Section V foradditional details). The internal delays (ETE scheme).
major finding of this study is the fact that isarithmic control
Three NA flow control implementations will be discussed:
alone is not enough to guarantee efficient network operation. the isarithmic scheme, a global congestion prevention scheme
In fact, under someunfavorable traffic situations, one node
based on the circulation of a fixed number of permits [8] ;
pair may capturemost of thepermits, starving other pairs theinput
bufferlimitscheme,
a local congestionscheme
of inputpacketsstored
and leading to unfairness and to overall performance degrada- which sets a limit onthenumber
tion. Similar results were found by Price in a series of simula- at each node [27], [13] ; andthechokepacketscheme,a
selective congestionscheme based on the delivery of special
tionexperiments[36].The
problem is correctedbyintroducing
individual
entry-to-exit flow controls in addition control packets of that name from the congested node back
to the traffic sources [29].
to isarithmic control.
The exact analysis of multinode networks withindividually
B. The Isarithmic Scheme
controllednode
pairs becomes
impractical
for topologies
Since the primary cause of network congestion is the
with more than five to six nodes because of the rapidly inexcessive number of packets stored in the network, an intuicreasing computationalcomplexity of exactsolutiontechprevention
principle consists of
niques [41].To circumventthis
problem, Reiser recently tively sound congestion
proposed an approximate solution technique based on a mean setting a limit on the total number of packets that can circutime. An implementation of
value analysis which is computationallyaffordable even for late in the network at any one
large networks,and whichreaches atypical accuracy of 5 this principle is offered by the Isarithmicschemeproposed
percent in throughput and 10 percent in delay [38]. With this for the National Physical Laboratories network [8], [35].
The isarithmic scheme is based on the concept of a “permit,”
techniqueit is now possible to analyze theinteraction of
various flow control schemes in a much more realistic environ- i.e., a ticket that permits apacket to travel fromtheentry
desired destination. Underthis
concept,the
ment (i.e., large networks; varied trafficpatterns)than was point tothe
possible withprevious methods.Important design problems network is initially provided with a number of permits,several
such as the optimization of window parameters for all source- held in store at each node. As traffic is offered by a host to
the network, each packet must secure a permit before admisdestination pairs in orderto maximize networkthroughput
(within given fairness constraints), now become approachable. sion to the high level node is allowed. Each accepted packet
In spite of the previously mentioned advances in computa- causes a reduction of one in the store of permits available at
packet is able to
tional solution techniques, somewindowflow control issues the accepting node.Theaccepteddata
traverse
the
network,
under
the
control
of nodeandlink
are still too complex tobe attached analytically. For example,
protocols,
until
its
destination
node
is
reached.
When the
the dynamic control of window size in a multinode network
packet
is
handed
over
to
the
destination
subscriber,
the
is not amenable to a network-of-queues model even with the
permit
which
has
accompanied
it
during
its
journey
becomes
approximatesolutionmethods.
In these cases, simulation is
free and an attempt is made to add it to the permit store of
still the leading performance evaluation tool [13], [l], [36].
the node in which it nowfinds itself.
In order to achieve a viable system in which permits do not
V. NETWORK ACCESS FLOW CONTROL
accumulate in certain parts of the network at the expense of
A. Objective
other parts, it is necessary to place a limit on the number of
The objective of network access (NA)flow control is to permits that can be held in store by each node. If then, bethrottleexternalinputs
based on measurements of internal cause of this limit,a newly freedpermit cannot be accomnetwork congestion. Congestion measures may
be local (e.& modated at anode (overflow permit),it mustbe sent elsewhere. The normal methodof carrying thepermit inthese
bufferoccupancy
in theentrymode),
global (e&total
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traffic, and throttles the input
traffic based on buffer occupancy at the entry node. IBL is a local network access method
since it monitors local congestion at the entry node, rather
than global congestion as does the isarithmicscheme. Entry
node congestion, on the other hand, is often a good indicator
of glosal congestion because the well known backpressure
effect will have propagated internal congestion conditions
back to the trafficsources.
The function of IBL controls is to block inputtraffic when
certain buffer utilization
thresholds are reached in the entry
node. This flow control approach clearly favors transit traffic
over input traffic. Intuitively, this is a desirable property
since anumberofnetwork
resources have alreadybeen invested in transit traffic. This intuitive argument is supported
by a number of analytical and simulation experiments proving
the effectiveness of the IBL scheme.
Many versions of IBL control can beproposed.Here, we
describe andcomparefourdifferentimplementationsthat
have been experimentally evaluated.
The term inputbuffer limitscheme refers toa scheme
restricting thenumber
of buffers made available toinput
traffic and was first introduced by the GMD research group
[37],[13].The
scheme proposed for GMDNET is abyproduct of the nested buffer class structure used to allocate
buffers to different classes of traffic. We recall from Section
111-D that the ith traffic class consists of all the packets that
have already covered i hops. Input traffic is assigned to class
zero (zero hops covered). Traffic class zero is entitled to use
buffer class zero, which is a subset of the nodal buffer pool
(in general, class i is entitled to use all buffer classes G i). Thus,
input packets are discarded when class zerobuffers are full.
The size of buffer class zero(referred to as inputbuffer
limit) was found to have a significant impact on throughput
performance under heavy loads.
Simulation
experiments
indicatethatfora
given topologyandtrafficpatternthere
is an optimal input buffer limit which maximizes throughput
for heavy offered load.The use of lower or higherlimits
leads to a substantial dropin throughput [ 131 .
A version of IBL controlthat is simpler thanthe GMD
version was proposed by Lam [27] and analytically evaluated
in an elegantmodel.Only
two classes of traffic-input and
transit-are consideredinthisproposal.Letting
NT be the
total number of buffers in the node and NI the input buffer
limit (where NI < NT), the following constraints are imposed
at each node:
1) number of input packets G V I , and
2 ) number of transit packets G V T
The analytical results confirm simulation results
independently obtained by the
GMD group. There is an optimal ratio
NI/NT, which maximizes throughput for heavy offered load,
as shown in Fig. 19. A good heuristic choice forNI/NT is the
ratio between input message throughput and total message
throughputatanode,
As shown in the figure, throughput
performance does not change significantly even for relatively
large variations of the ratio NI/NT around the optimal value,
C. Input Buffer Limit Scheme
thus implying thatthe
IBL scheme is robust toexternal
changes.
The input buffer limit (IBL) scheme differentiates between perturbations such as traffic fluctuations and topology
One shortcomingof thismodel is that all nodesin the net
inputtraffic (i.e., traffic from external sources) andtransit

circumstances is to “piggyback” it on other traffic, be this
data or control. Onlyin the absence ofothertraffic
need
a special permit-carrying packet be generated.
A simulation program was developedby NPL to evaluate
the performance of the isarithmic scheme in various network
configurations and in the presence of differentnetwork
protocols[35].The
main conclusion of these simulation
studies was that the isarithmic scheme is a simple congestion
prevention mechanism which performs well in uniform traffic
patternsituations,but
maylead to unnecessary throughput
restrictions, and therefore, to poor performance in the case of
nonuniform, time-varying trafficpatterns.
In particular, in
the presence of high bandwidthdata transfers, there is the
possibility that permits are not returned to the traffic sources
rapidly enough to fully utilize network capacity (the “permit
starvation” problem). This would be the case when the destinationnoderedistributesthe
overflowpermits randomly in
thenetwork.If, on the other hand, the destination
systematically returns all the permits tothesource,the
sourcedestination pair may end up capturing most of the network
permits, thus causing unfairness. Tradeoffs between different
permit distribution schemes are investigated with an analytical
modelin
[41]. Finally, a delicateproblem
in isarithmic
control is the bookkeeping of permits, to avoid unauthorized
generation or disappearance of permits.
In spite ofthe above limitations,the isarithmicscheme
proved to be very effectivein weakly controllednetworks
(namely, networks without hop
level flow control), eliminating
congestion and deadlocks thathadoccurredwithout
flow
control.Some simulation experiments were also carried out
on networks with hop level flow control (specifically CQL),
andwitha
simple form of local access control (one buffer
on each outputqueue
was reserved for store-and-forward
traffic). For this class of networks (called strongly controlled
networks), it was found that the network performance did not
show congestiontendencies even without isarithmic control
in the case of a fixed routing discipline. When the fixed
discipline was replaced with an adaptive routing discipline,
it was found that the network would become easily congested
since the simple form of network access control implemented
would not prevent external traffic from flooding all the
queuesin
theentrynode.
Again, theintroduction.ofthe
isarithmic scheme was successful in eliminating the congestion
problem for the adaptive routing case [36] .
Critical parameters in the isarithmic scheme design are the
total number of permits P in the network and the maximum
number of permits L that can be accumulated at each node
(permit queue).
Experimental
results
show
that
optimal
performance is achieved for P = 3N, where N = total number
of nodes,and L = 3. An excessive number of permits in the
network would lead to congestion. An excessive value of
L would lead to unfairness, accumulation of permits at a few
nodes, and throughput starvation at the others.
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Fig. 19.Inputbufferlimitscheme:throughputversusbuffer
tion for heavy offered load.

limita-

p a c k e t a r r i v i n g a t a f u l l node is d r o p p e d a n d lost (loss m o d e l ) ;

while all previous schemes assumed link level retransmission of
overflow
packets
(retransmit model). The DTFC
scheme
was analyzed using anetworkof
queuesmodel [21].The
results, shown in Fig. 20, clearly indicatethatthere
is an
optimalthreshold value L whichmaximizes throughputfor
each value of offered load. Below the threshold, the network
is “starved”; above the threshold, the network
is congested.
A similar scheme,referred
to as the freeflowscheme,
is
described and analyzedby Schwartzand Saad in [41]. Preliminary results indicate that, while free flow and IBL throughput performances are compatible, the free flow scheme offers
substantial delay improvements.
We have pointed out that IBL control prevents congestion
by favoring transittraffic over inputtraffic. In most cases
(indeed, in all cases analyzed in the previously referenced
studies), thisfavoritismleads
tothroughput improvements.
In some cases, however, unfairness may result.Consider,
forexample,the4-nodenetworkshown
in Fig. 21. In this
network, two file transfers, A to A’ and B to B‘, respectively,
are simultaneously competing for trunk (2,
3). Node 2 sees
traffic A as transit traffic, so it gives it preferential treatment
over trafficfrom B. Consequently,the A-A’ packet stream
can acquire more buffers in node 2, and thus achieve better
throughput performance than the B-B‘ stream. The unfairness

2

3

4 5

10

OFFERED LOAD

Fig.20.

areassumed to have the sameblocking probability, a somewhat unrealistic assumption.
A scheme similar to Lam’s IBLscheme had been earlier
proposedby
Price 1351. In orderto prevent inputtraffic
from monopolizing the entire buffer pool, one buffer in each
output queue was reserved for transit traffic. This is essentially
equivalent to setting an input buffer limit NI = NT-C, where
C = number of output channels.Simulation studies showed
that this simple network access control based on source
buffer utilization was quite successful in single level networks.
Kamoun [21] proposes yet another version of IBL control,
in which an input packet is discarded if the total number of
packets in the entry node exceeds a given threshold (whereas
in Lam’s scheme an input packet is discarded when’ the number
of input packets exceeds a given threshold). Transit packets,
instead, can freely claim all the buffers. The scheme is called
drop-and-throttle flow control (DTFC)policy since a transit

1

Throughputversusloadfora121-nodenetworkfordropand-throttle flow control.
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Fig.21.Unfairnessconditionproducedbyinputbufferlimitand
drop-and-throttle flow control schemes.

is particularly dramatic when DTFC is used. With the DTFC
policy, if the A-packet queue in node. 2 exceeds the buffer
threshold (this could
easily occur if C2, < C12), B-packets
cannot be acceptedbynode2.ConsequentlyB-traffic
is
completely shut offuntil the A-A’ file transfer is completed.

D. Choke Packet Scheme
The choke packet (CP) scheme, proposed for the Cyclades
network[29],
is based onthenotionoftrunkandpath
congestion. A trunk (link) is defined to be congested if its
utilization(measured
over an appropriatehistory
window
withexponential averaging) exceeds a given threshold(e&,
80 percent). A path is congested if any ofitstrunks
are
congested. Path congestion information is propagatedin the
networktogetherwithroutinginformationandthus,each
node knows hop distance and congestion status of the shortest
path to each destination.
When anode receives apacketdirectedtoadestination
whose path is congested it takes the following actions.
1) If the packet is an input packet (i.e., it comes directly
from a host), then the packetis dropped.
2 ) If the packet is a transit packet, it is forwarded on the
path; but a “choke” packet (namely, a
small control packet)
is sent back to the source node informing it that the path to
that destinationis congested and instructing itto block anysubsequentinput packets to this destination.Thepaththe
to
destination is gradually unblocked if nochoke packets are
received during a specified time interval.
This is a greatly simplified description of the CP scheme.
Several other features (which are essential to make the scheme
workable) are discussed in [29] .
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It is clear thatthe CPscheme attemptsto favor transit
traffic over inputtraffic,much
in the same way as the
IBL
scheme
did.The
basic difference betweenthetwo
schemes is the fact that IBL uses a local congestion measure,
namely, the entry node buffer occupancy, to indiscriminately
control all input traffic; whereas,CP uses a path congestion
measure t o exercise selective flow control on inputtraffic
directed t o different destinations.
Simulation
experiments
based on
the
Cigale network
topology are given in Fig. 22 and show that the
CP scheme
can introducesubstantialthroughput
improvements (with.
respect to the uncontrolled case) in sustained load conditions,
asymptotically achieving the ideal performancefor infinite
load [29].
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A. Objectives
A transport protocol is a set of rules that govern the transfer of controlanddatabetween
user processes across the
network. The main functions of this protocol are the efficient
and reliable transmission of messages within each user session
(including packetization, reassembly,resequencing, recovery
from loss, elimination of duplicates) and the efficient sharing
of common networkresources byseveral user sessions (obtained
by multiplexing many user connections on the same physical
path and by maintaining priorities between different sessions
to reflect the relative urgency).
For efficient and reliable reassembly of messages atthe
destination host (or more generally, the DTE), the transport
protocol must ensure that messages arriving at the destination
DTE are provided adequate buffering. The transport protocol
function whichprevents
destinationbuffer congestion and
overflow is known as transport level flow control. Generally,
this level of flow control is based on a “credit” (or window)
mechanism as discussed earlier.Namely, the receiver grants
transmissioncredits
tothe
sender as soon as reassembly
buffersbecomefree.Upon
receiving a credit,the sender is
authorized to transmit a message of an agreed-upon length.
When reassembly buffers become full, no credits are returned
to the sender, thus temporarily stoppingmessage transmissions

PI.
The credit scheme described above is somewhat vulnerable
to losses, since a lost credit may hang up a connection. In fact,
asender may wait indefinitelyfor a lostcredit, while the
receiver is waiting for a message. A more robust flow control
scheme is obtained by numbering credits relative tothe
messages flowing in the opposite direction. In this case, each
credit carries a message sequence number, say N , and a
“window size” w. Upon receiving this credit,the sender is
authorized to send all backlogged messages up to the (N $.
w)th message. With the numbered credit scheme, if a credit
is lost then the subsequent credit will restore proper information to the sender [45].
Besides preventing destination
buffer
congestion, the
credit scheme also indirectly provides global networkcongestion protection. In fact,store-and-forwardbuffercongestiori at the intermediate nodes along the path may cause a

Fig. 22.

Throughputperformancein
Cigale withandwithoutflow
control.

large end-to-endcreditdelay,thus
slowing downthereturn
of credits to the sender, and consequently, reducing the rate
of fresh messages input into the network.

B. Implementations
Several versions of the transport protocol are in existence,
each incorporating its own form
of transport level flow control.
Here, we briefly describe four representative implementations.
The earliest example of transport protocol implementation
is the original version of the ARPANET network control program (NCP) [4]. NCP flow control is provided by unnumbered
credits called “allocate” control messages (see Section IV-D).
Only one allocate could be outstanding at a time (i.e., window
size W = 1).
TheFrench research network Cyclades provided theenvironment
for
the
development
of
the
transport
station
(TS) protocol [SO]. In theTSprotocol,the
flow control
mechanism is based on numbered credits, each credit authorizing the transmissionofa
variable size message called a
letter. Flow control is actuallycombined witherrorcontrol
in that credits are carried by acknowledgment messages.
The transmission control program (TCP) was asecond
generationtransportprotocol
developed bythe ARPANET
research community in orderto overcome the deficiencies
of the original NCP protocol [ 5 ] . As in theTSprotocol,
flow and error control are combined in TCP. As a difference,
however, errorand flow control are on a byte(ratherthan
letter) basis. This allows amoreefficient
utilization of reassembly buffers at the destination.
In SNA,thetransport
level flow control is providedby
session pacing. The purpose of session-level pacing is to prevent one session endfrom sending data morequickly than
the receiving session end can process the data [ 161 . As in TCP
and TS, session-level pacing is based on a window concept, in
which the receiving end grants“credits” to the sending end
based on its buffer availability and processing capability. As
a difference, however, subarea nodes in SNA can control the
inbound flow from acluster controller into the network by
withholdingthe
credits (called pacing responses in SNA)
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for a given session, if the subarea node buffers are congested
or if the Virtual Route(VR) transmissionqueue forthat
session is congested. Specifically, session level pacing responses
are intercepted at the entry node
to exercise network access
flow controlfromthe
terminal intothe high-level network
[ 161 . Thus, session pacing may be viewed as a hybrid form of
transport level flow control, which is obtained by concatenating a network access level segment (from the terminal to the
high-level networknode)and
an entry-to-exit level segment
(controlled by virtual route pacing).
VII. CONCLUSIONS AND DIRECTIONS FOR FURTHER
RESEARCH
In this paper we have proposed a taxonomy of flow control
mechanisms based on a multilevel structure. We have defined
four levels of flow control and have shown how these levels
are actually embedded into corresponding levels of protocols.
To the extent that these levels.can be independently defined,
the analysis,. design evaluation and comparison of flow control
schemes is greatly simplified, since any complex control structure can be decomposed.into smaller modules, and each
module individually analyzed. The overall performance is then
obtained by studying the interaction of thevarious modules.
Recent advances in queueing theory have led to reasonable
success in the modeling and analysis of individual levels of
flow control. We have reported on several performance results,
and have used such results to compare different schemes.
In real life, however,some
controlstructuresdefythe
simple,hierarchical representationhereproposed,and
seem
tocombinetwoor
more levels intohybridsolutions
(see
Fig: 10). This is particularly common in homogeneousnetworks (e.g., SNA) in which a single manufacturer is responsible
for the implementation of both DCE and DTE equipment and,
therefore,has more freedom in the design of the various
flow control levels.
The existence of multiple levels of flow controlandthe
possible integration of some of these intohybrid arrangements immediately brings up a very critical issue inflow
control which requires further study, namely, the interaction
between levels. Given that we understand the throughput and
delay implications of each specific level of flow control, we
still have to study the combined effect when these levels are
operating simultaneouslyin thenetwork.Forinstance,network experience seems to indicate that a network equipped
with a very conservative hop level flow control, such as the
SBP scheme in GMDNET or the VC-HL scheme in Tymnet,
does not require strong network access or ETE flow control
schemes since network congestion situations are immediately
reported back to the entry node by backpressure through the
hop level [36]. This typeof issue can befullyinvestigated
onlybydevelopingmodelswhichinclude
multiple levels of
flow control. An interesting example in this direction was the
combined isarithmic andentrytoexit
flow control model
presented in [47] . More research is required in this area.
Hybrid packet and circuit networks are now emerging as a
solution to multimode (voice and data; batch and interactive)
user requirements [l 11 . These networks mustbe equipped
with novel flow control mechanisms. In fact, if the network
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were to applyconventionalflow
control schemes tothe
packetswitched
(P/S) componentonly, leaving the circuit
switch (C/S) component uncontrolled, then the C/S component
would very likely capturetheentirenetworkbandwidth
during peak hours. This may not cause congestion, since the
C/S protocol is not as congestion prone as the P/S protocol,
but it certainly creates unfairness. Some form of flow control
on C/Strafficwhich
is sensitive to the relative P/S load is
therefore required.
The integration of voice and data requirements in packet
switched networks hasbeen vigorously advocated inrecent
years on grounds of improvedefficiency and reducedcost
[14].Unfortunately,littleattention
hasbeen given tothe
fact that integrated networks requirea complete redesign of
the conventionalflow
control schemes since voice traffic
cannot be buffered and delayed in case of congestion. Priorities
are of help only if the voice traffic is a small fraction of the
total traffic. For the general case, new flow control techniques
must be developed for voice. These techniquesshould be
preventive in nature, i.e., theyshouldblock
calls before
congestion occurs, rather than detecting congestion and then
attempting to recover from it, as is the case for most of the
conventional flow control schemes for data [ 101 , [3 I ] .
Routing and flow control procedures have traditionally
beendeveloped
independently in packetnetworks,under
the assumption that flow control must keep excess traffic
out of the network, and routing must struggle to efficiently
transport to destination whatever traffic was permitted into
the network by the flow control scheme. It seems, however,
that routing and flow control canbe broughttogetherinto
useful cooperation invirtualcircuit
networks, where a path
must be selectedbefore data transfer on a user connection
begins [12] . In this case, therouting algorithm can beinvoked first to determine whether a path of sufficient residual
bandwidth is available. If nopath is available, the virtual
circuit connection is blocked immediately at the entry node
by thenetwork access flow control level, thus preventing
congestion rather than allowing it to occur and then attempting
to recover fromit. A combinedroutingand
flow control
strategy is implemented in Tymnet [39] .
Challenging flow control problemsexistin
multiaccess
broadcast networks. In single hop multiaccesssystems, congestion prevention andstability mechanisms are well understood,and
are usually directly embedded in the channel
access protocol[46]. In distributed,multihop, multiaccess
systems ( e g , multihopground radionetworks),congestion
preventionbecomesa
very hard problem because of the
interactionbetweenbufferand
channelcongestion.Conventionalflow control schemes used inhardwired nets cannot be directly applied. In particular,thehop
level flow
control should be revised to combine thebuffer allocation
strategy with the retransmission control
strategy.
Some
pioneering work inthis direction is reported in [2],[48],
[431.
Finally, growing user demands require the interconnection
of networks whichmay
implement differentflow
control
policies and which may even be built ondifferent media
(e.g., satellite, radio, cable, or optical fiber). These networks
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are interconnected by gateways which provide forinternet
routing and flow control, as well as for protocol conversion
between two adjacent networks [44], [6].
Itappears that.+:a
new level of flow control must therefore be defined in our
hierarchy,namely,the
gateway-to-gateway level.
level
shouldbe designed t o prevent the congestion of gateways
along the path, and should be supported by explicit gatewayto-gateway protocols for the exchange of status information.
The statusinformationshould
include bufferoccupancyat
the gateway, andloadconditions in the adjacent networks,
and couldprobably be exploited also for gateway routing.
Functionally,the gateway-to-gateway protocol is positioned
between the entry-to-exit protocol and the transport protocol
hierarchy in Fig. 9. All the other levels remain unchanged. The
actual implementation of the gateway-to-gateway flow control
will be dependent on the internet protocol used. If the CCITT
X.75 Recommendation, which is anextensionofthe
X.25
virtual circuit concept to internet connections [45]is adopted,
the gateway-to-gatewayflow
control will be virtual-circuit
oriented, and will be exercised on a connection-by-connection
basis. Alternatively, datagram-oriented gateway level flow
control schemes can also be implemented.
The design ofefficient gateway flow control schemes is
very challenging. It requires vertical consistency between the
gateway level and all theother levels implemented ineach
individual network aswellas
horizontal consistency across
the various networksontheinternetpath.
Specifically, the
gateway level flow control must be able to balanceloads
betweenextremely
diverse networkenvironments
such as
point-to-point, satellite, cable, and ground radio. These design
requirements
further
emphasize the need for
continuing
research in multilevel flow control models in order to understandthe vertical interactionsbetweenthe
various levels in
the hierarchy, as well as the horizontal interactions between
the various segments of a flow control chain along an internet
path.
In summary, we have presented a framework for the study
of flow control, showing that flow control mechanisms have
advanced somewhatbeyond simply being “a bag of tricks”
[34], and indeed can be conceptually organized into a useful
and well-structured
system
of
controls. This structure is
extremelyhelpfulinthe
survey andcomparison ofexisting
flow control implementations, as well as in the development
of flow control models. In particular, complex control systems
can be (and should be) decomposedinto smaller modules,
thus simplifying the analysis ofeachmodule as well as the
analysis of interactions between different modules. Furthermore,theproposed
flow controlstructure
is sufficiently
flexible t o permit extensions in response to new networking
technologies and applications.
Although our focus has been on flow control models and
performancecriteria, we expect that the proposed structure
will prove t o be useful also for the actual implementation of
flow control techniques. One must be aware, of course, of the
factthat
in actualnetworks,it
is not always possible to
develop and update flow controls in a well structured fashion.
The designer, in fact, is usually confrontedwithanumber
of constraints imposed by the preexisting protocol structure

n1.s

(in whichflow control mechanismsmust be embedded) and
bylimited
storage and processing resources. The designer
must therefore avoid overburdening the switch with overly
sophisticated flow control mechanisms, and creating inconsistencies and possibly deadlocks. These constraints, together
withthefactthat
flow control is adistributed multilevel
controlfunctionthatcannot
be confinedtoa well-defined
modular “black box,” make flow control design a very hard
task. It is our strong opinion, however, that the only way to
prevent flow control implementations from degrading to the
state, of anuncontrollable “bag oftricks” is to identify an
underlying structure in the early stage of flow control design,
and to continuously verify this structure during the various
updates of protocols and flow control procedures.
Indeed, it is important that one be able t o subject a proposed flow control algorithm to various tests of correctness,
consistency and proper termination[33] , [49]. This is, in
general, a very difficult task whose solution requires advances
in thefrontierofcomputer
science. Unfortunately, since it
is relatively difficult t o create efficient, deadlock-free,flow
control algorithms, we cannottotally ignore this need for
verification. Moreover, many difficulties with flow control
procedures often arise due to errors in the detailedimplementationof
otherwise correct algorithms. Consequently,
it is importantthatamodularapproachto
flow control
design be taken, that the code itself be confined t o isolated
portions of the
network
operating
system (rather
than
sprinkled throughthousands of lines of code)andthatthe
mechanisms be simple enough t o be understood and tested via
simple procedures.
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