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ABSTRACT

ALY

Two new static flow control schemes for computer communication networks are
presented and analyzed. These schemes are based on mechanisms for limiting
the generation rate of permits on logical channels between communicating
users. Both open and closed queueing network models are used in analyzing
the behavior of these systems. The schemes offer a new dimension in flow con-
trol. They are quite effective, easy to implement, simple to analyze and are
capable of incorporating other common features of computer communication \
networks, such as piggy-back acknowledgements, time-outs, etc. The first
scheme is bounded away from the "ideal" flow control behavior; the second

scheme overcomes this shortcoming.

1. INTRODUCTION

It is commonly accepted that some form of flow control
is required in any computer communication network
(CCN). A CCN without suitable flow control is conges-
tion prone and tends to be unstable and inefficient.
That is, its throughput degrades dramatically when the
offered load exceeds a critical threshold [Refs. 3. 5].

Various flow control schemes have been investigated
and implemented in the past [Ref. 2]. They can be
classified basically as schemes of "local flow control” or
"global flow control." Examples of local flow control
schemes are the "minimal allocation - maximal limit"
scheme in the ARPANET [Ref. 9], the "square root
scheme" [Ref. 4], the "sharing with minimal allocation”
scheme [Ref. 6], the GMD "buffer class" scheme [Ref.
10], etc. These schemes are intended to prevent local
store-and-forward buffer congestion (local throughput
degradation) and direct (and indirect) store-and-forward
deadlock. While possibly improving the local network
performance, a local scheme cannot optimize the global
network performance (high network utilization, high
throughput, low delay, fairness of service, etc.). For
this purpose, global flow control schemes are often
used.

At first thought, one may think that a global flow con-
trol scheme should allocate network resources to users
in a way such that, well before the network capacity is
reached, users’ inputs are throttled so that the network
will not be overloaded. Indeed, this can be accom-
plished either by properly allocating a maximal number
of permits or by assigning an appropriate window size 1o
each group of users (the group can be as large as that
containing all users or as small as that containing a sin-

NETWORK A
THROUGHPUT

IDEAL
' GOOD FLOW CONTROL

Yo —— = ————

CONSERVATIVE FLOW CONTROL

5 FREE FLOW (UNCONTROLLED)
9 OFFERED LOAD

Fig. 1. The effectiveness of flow control schemes

gle user). The idea is 1o keep the total number of pack-
ets simultaneously existing in the network below the
network’s capacity: that is, the network as a whole will
not be overloaded. However, due to the bursyy nature
of computer traffic, a flow control scheme often overal-
locates the network resources to users for reasons of
efficiency so that, on the average, the network utiliza-
tion is kept high enough. When resources are overallo-
cated, the network is liable to be overloaded from time
to time. This (infrequent) overloading must be handled
by some other mechanism such as a dynamic scheme or
a local static flow control scheme as mentioned above.

A simple measure to test the effectiveness of a flow
control scheme is discussed in [Ref. 8], and is shown in
Fig. 1. We see that an ideal flow control scheme accepts
(and delivers) the total input traffic offered as long as
the traffic level is less than the network capacity, 7.
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Bevond an input traffic of y,. the throughput saturates
at that level (y,). The closer to the ideal curve a flow
control scheme can perform the better is that scheme.

In this paper we present a new class of flow control
techniques.  Two schemes are proposed and their
models analyzed. Both are based on limiting the permit
generation rates of logical channels. It is found that the
second model gives a performance very close to the
ideal. Both schemes are very easy to implement; more
importantly they involve no computational complexity
(one can calculate the entire network performance on
the back of an envelope) and other network features
such as "piggy-back” acknowledgements and "time-outs”
can easily be incorporated in the models.

II. TWO FLOW CONTROL SCHEMES - MODEL
AND ANALYSIS

Before we present our flow control procedures, let us
make the following observation. Consider a queue of
permirs as shown in Figure 2. We assume that the per-
mit interarrival time has a general distribution denoted
by G,. The permits are queued awaiting the arrival of
messages. and (immediately) leave the queue only
when they attach themselves to a message (one message
per permit). If a message arrives and finds no permits
in the queue. we assume the message is lost. Suppose
that the message interarrival time has an exponential
distribution denoted by M. The queue for permits can
then be modeled as a G,/M/1 queueing system [Ref.
7]. That is. the permits are "served" by the messages,
and the service time is the time until the next message
arrival.

With this observation. we can now present our flow
control schemes.

11.1 The Permit Circulation Model - Scheme 1

Consider the computer communication network consist-
ing of a number of nodes inter-connected by communi-
cation channels as shown in Fig. 3.

11.1.1 Description of the Scheme

(1) There is an external source of permits which gen-
erates permits at a rate g. Assume that the generat-
ing process is Poisson. Further, assume these per-
mits are distributed to permit queue / with a proba-
bility r,. Permit queue / is associated with the physi-
cal channel i which connects node x to node y. The
permits in queue / are to be used by messages
which originate at node x and are routed through
node y.

(2) There is also a sink which destroys permits.

(3) An externally arriving message at a node must
secure a permit from the corresponding permit
queue at that node before it can be launched into
the network on the first leg of its journey. If the
message finds no permit, it is immediately rejected
and "lost". Note that externally arriving messages
may not queue at their origin awaiting entry into the
net. Once a message is accepted into the net it is
stored-and-forwarded over some fixed route to its
destination. We assume that messages arrive at logi-
cal channel r according to a Poisson process at rate

PERMITS
T

MESSAGES

(Poisson process)
EQUIVALENT
SERVER

PERMITS (exponential)
B

—(O)——

Fig. 2. Two mathematically equivalent systems

y, (a logical channel is associated with each origin-
destination pair).

(4) After launching a message into the network, a per-
mit at queue i is then immediately passed to a
neighbor queue j with probability r, (where queue j
could be the sink).

(5) To prevent stalling of extra permits at queue / when
the message traffic is low, we have a basic circulation
rate u, 1o pump the permits out of queue /. That
is. when the message rate is zero, the permit at the
head of permit queue i will remain there for an
exponentially distributed length of time with mean
1/u,,. after which it will move to permit queue J
with probability r,;. This basic rate is added to the
permit circulation rate due to message arrivals.

Before going any further, let us give an example to see
how the control scheme can be modeled for a network.

Consider the 5-node network as shown in Figure 4(a)
with the permit queue model shown in Figure 4(b).
Note that we have ten physical communication channels
(i.e., five full-duplex channels) and twenty logical
(origin-destination) channels. Each physical channel
corresponds 1o a permit queue. In Figure 4(b) we have
a conceptual source and a conceptual sink. The permits
generated at the source (with rate g) are distributed to
queue / with probability r,. Permits at queue / are
removed (see the observation made at the beginning of
this section) at a rate
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Fig. 4(a). A simple computer communication
network example
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Fig. 4(b). The currency circulation model of the simple
network in Figure 4(a)
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where vy, is the external message arrival rate of logical
channel r, and F(;) = {logical channel r whose mes-
sages are first routed through physical channel i}. and
I', is the sum of all y,’s with each r belonging to F (/).

After its removal from queue /, a permit enters queue /
with probability r,;. We shall continue this example
later.

11.1.2 The Queueing Model for Permits

The external arrival rate of permits at queue / is
g = gr,, and, as described above, the departure rate of
permits at queue / is given by Eq. (1).

The total arrival rate of permits to queue /i (from out-
side the network and from other queues) is

M
A, = gr, + )3 Ayt (2)
: =
where g is the total permit generation rate and M is the
total number of permit queues.

Thus, we have a Jackson-type network of M queues for
permits. The joint probability for the number of per-
mits distributed at all of the queues is then

gl = P, (n)) Py (n)) - - - P, (npg) (3)
where n; denotes the number of permits in queue / and
P, (n,) is the probability that queue i has n, permits;
P, (n;) is the solution to an M/M/1 queue with input
rate A, as in Eq. (2) and output rate u, as in Eq. (1).
i€,

Pp ["],bnz, S%

n
Py (ny = (1=py)p)
where p, = A,,//[.L,,,

Observe that the permits do not necessarily enter or
leave a queue according to a Poisson process.

11.1.3 The Queueing Model for Messages

Observe that each logical channel r is associated with a
permit queue at its originating node (e.g., in Figure 4,
logical channel 5-4 is associated with queue 10 at node
80

Denote the throughput (message/sec) of logical channel
ras S,. Then,

A
2 v, (4)

S, = [1-P, (0)] i '
Tk = YrEm Y T e
. m B+ T

P,

where r€ F (i), and P, (0) is the probability of no permit
in permit queue /.

After entering the network, a message is routed
through a set of nodes and physical channels to its des-
tination. Upon arriving at a node, the message joins the
message queue associated with the physical channel in
its path, and waits there for transmission through the
channel.

The state of the system for messages is indicated by
using "customer classes" as in [Ref. 1] where each class
corresponds to a logical channel. In particular consider
the vector of column vectors

Ky K, Ky
Ky K, Ky
Kir Kr Kur

where
(a) M is the total number of physical channels
(b) R is the total number of logical channels

(¢) Column vector i denotes the state of message queue
i associated with physical channel i/

(d K, (r=1,2, ---_R) denotes the number of
messages at queue i from logical channel r, regard-
less of their actual relative positions with respect to
other messages in queue /.

If we assume that the messages enter the network from
a Poisson process, then
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C, is the bit service rate of channel /.
and

1/u is the average message length which is
assumed to have an exponential distribution,

0. if messages of logical channel r

£, = are not routed through physical channel i
S, otherwise
A .El’ %
Letp, 2 — fori=1.2, .. M. r = j AN
me
and
R
pr 2% Pi
r=1

Then the normalization constant G can be calculated
from the following equation:

M
G=1]I (1-p) (7)
=1
We see that the marginal probability P (K,) which
denotes the probability that the i"™ physical channel has
K, messages is

BilEY = (=a )0 (8)

Thus the system is completely solved. Moreover, from
J. W. Wong's work, we may find 7,(s), the Laplace
transform of the density for the delay of class r mes-
sages with fixed routing [Ref. 12]

. C=p,)
T,(S)= I-I ,‘L ! pl

_ 9)
€1(r) S+/"*C/(1 -pl)

where 7(r) = {queue i | queue i is in the path of logical
channel r}.

Thus, the average delay is
1
T = B St (10)
’ lé%r) #C/(l_p/)

11.1.4 Result of a Simple Example

We apply the above scheme to the network shown in
Figure 4. The calculated throughput and the simulated

throughput are both plotted in Figure 5, where we have
(see Sec. 11.1.1).

‘¢ = 30 (1otal generation rate of permits)
By ™, V i (the basic circulation rate).

=1/10, Vi and

"y

where n, is equal to one plus the number of queues
adjacent to queue i, the extra "one" is for the sink.
With thclzge parameter values, we have

Y A, =96 (see Eq. (2)).

=1

We observe in Figure 5 that the asymptotic value of
total throughput is also 96. We will explain why in the
next section. Also note that we did not obtain results in
the low input region since in that region permits enter a
permit queue faster than they are removed (with the
basic circulation rate u,, = 5 fixed), i.e., we obtained an
unstable system. This is one of the causes which
motivated us to investigate the second scheme in Sec-
tion 2.2.

11.1.5 Some Observations of the Model

(1) Upper limit of the throughput: Let S; denote the total
throughput of those logical roral throughput of these
logical channels belonging to F(j); then

A
s TN 1 an

S, = 1= P, (O, = ——4= T,

lJ',/(;
As I',—oo, §,—\,. This shows that our scheme does
put a ceiling (¥ A,) on the acceptance rate of the total

1
external input to protect the network from overloading.
This also explains why the asymptotic value of the total
throughput shown in Figure 5 is 96.

(2) Inefficiency of the scheme: In order to prevent per-
mits from infinitely accumulating in a queue when the
external traffic is near zero, we must let pu; be greater

than A, for all j.

From Eq. (11) we have §; —0as\), — 0 and when
rI e k"".in‘ K - ]‘ 2‘ .

IDEAL

|

I

A —l
r]

?

Fig. 6. Performance of currency circulation model
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Figure 6 shows a family of performance curves for this
control scheme.

We see that the best performance we can obtain is the
uppermost curve under the ideal one.  This is
apparently not satisfactory (it is 100 conservative). In
the next section we will attack this weak point and
obtain a nearly perfect static control scheme.

11.2 The Permit Killer Model - Scheme 2

The control scheme described in Section 1.1 has some
weak points. First, the performance curve is far below
the ideal one (see Figure 6). Second, we do not know
how to specify the transition matrix for permits
optimally. In this section we look into a more interest-
ing scheme which produces much more desirable
results.

11.2.1 The Model Description

This scheme works similar to the one in the last section

except that

(1) After launching a message into the newwork. a per-
mit is destroved immediately instead of being circu-
lated to other permit queues.

(2) Permits for logical channel r are generated (from a
Poisson process) at rate g and are queued in permit
queue ¢,.

(3) We have a finite buffer size N, for each permit
queue ¢,. When the buffer is full. the newly gen-
erated permits are destroyed thus controlling the
unlimited growth of permit queues. A permit queue
is shown in Figure 7(a).

11.2.2 Analysis of the Scheme

The model for permits: Each permit queue ¢, (for logical
channel r) can be described by the finite Markov chain
in Figure 7(b).

Let P, = Plk, permits in ¢,]. We then have
A,

P

0,

&
Y

P/\= fork,=0. 1.2, ""1\‘, (12)
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Fig. 7(b). The Markov chain describing the permit queue
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where
1 —( )
= ___L’NH_ (13)
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0,

In Figure 8, we plot 1—P, versus y,. The total
throughput for logical channel r is

N +1
Pr— Py
N +1
] = Pr ’

Sy =[1=F) e = vy, (4

where p, 2 ¢/,
For large N,

sy, =oo, § =—g:agy 0.5, 0 and

N,
(15)

asy, =/ &. Sl!.—.ﬁ_gl
N, :

11.2.3 Result of the Simple Example

In Figure 9, we show the result of applying the scheme
to our example network (Figure 4) with g, = 5. The
plot is for total throughput versus input rate per logical
channel.

We see that we can bring our performance curve as
close 1o the ideal curve as we desire by letting N, be
sufficiently large. This is an extremely desirable pro-
perty. The computer communication network can now
be viewed as a network of queues with external inputs
S, s and with some routing scheme (fixed for our case).
The delay can easily be obtained through the application
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Fig. 9. The performance curves of Scheme 2



of J. Wong's delay equations. The network model is
thus completely solved. Observe again that S, is not a
Poisson process. But it becomes Poisson asymptotically
when N, — oo,

1. CONCLUSION

We have presented two flow control schemes, each
based on limiting the permit generation rates for logical
channels.

The advantages of these kinds of flow control schemes
are:

(1) They require no end-to-end acknowledgements, in
contrast to window schemes. This may save consid-
erable processing capacity as well as transmission
bandwidth. (Furthermore, our schemes become
particularly suitable if, for some security reason, the
destination node is not allowed to know the identity
of the source, and hence no ACK can be routed
back.)

(2) The killer scheme can easily be adjusted to the ideal
flow control scheme as closely as we desire. With
most other flow control schemes. we usually have
no idea how 1o achieve such behavior.

(3) Our schemes are easy to implement. No compli-
cated software or algorithms are involved.

(4) Most importantly. these procedures are easily
evaluated analytically. They can save considerable
effort in the network development phase. Also. the
computational simplicity of our schemes have
allowed us to easily incorporate many other aspects
of network protocols (such as piggy-back ACK's.
and time-outs) into our model [Ref. 11].
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